Importing an ETS Digital Certificate ‘

This document details how to import a digital certificate on your computer. There are two ways to import a certificate. You can
import certificates using DigiCert PKI Client Application or via Certificate Import Wizard. See instructions for both methods

below.
Importing using the DigiCert PKI Application
¢ Importing using the Certificate Wizard

Note: Before importing your certificate, you may wish to ensure your web browser allows pop-ups. Pop-ups may need to be

enabled in your browser to install your certificate.
Importing using the DigiCert PKI Application
1. Open DigiCert PKI Client on your computer. To find DigiCert PKI Client, go to Start > Search Field, type ‘DigiCert’,

and launch the DigiCert PKI Client application.

Note: If your computer does not have DigiCert PKI Client application, you may follow the directions in Energy Trading
System (ETS) Digital Certificate Enrollment Guide found on our website here: https://www.aeso.ca/market/market-

participation/system-tools/energy-trading-system-tools/.
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2. In the DigiCert PKI Client window choose the location where the certificate is stored (most likely ‘My Computer’).
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Where is your certificate?
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3. Select ‘Import a certificate’.
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4. Browse and find your certificate and enter your password.
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Where is your certificate?
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Import certificate
Find the certificate you want to import

Does the certificate have a PIN? After you import the
certificate, you will use this device’s PIN to access the
certificate

File location:
— e

Private key password:
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5. Select ‘Import’.
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Import certificate
Find the certificate you want to import.

Does the certificate have a PIN? After you import the
certificate, you will use this device's PIN to access the
certificate.

File location:

John Smith ABCE.p12

Private key password:

6. A successful import will be confirmed with a message in a green bar.
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Importing using the Certificate Wizard

1. Locate and right click on your certificate file.
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2. Select ‘Install PFX’ on the right click menu.
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Click ‘Next’ on the ‘Welcome’ window.

=] X
£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure networ
connections. A certificate store is the system area where certificates are kept.

Store Location

(®) Current User

(O Local Machine

To continue, dick Next.

Cancel

4. Browse to your certificate file and click ‘Next’.

€ & Certificate Import Wizard

File to Import
Speify the fie you want to import.

File name:

... \John Smith ABCE.p12 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #£7 Certificates (.P7B)
Micrasoft Serialized Certificate Store (.SST)

Cancel

5. Type the import password then check second and third options as shown below. ‘Strong private key protection’ must
remain unchecked. Click ‘Next'.

& L# Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password,

Type the password for the private key.

[[]pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
bl ke il b d th
private key is used by an application if you enable this option.

This box should remain unchecked.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.,

Protect private key using vir ualized-based security(Non-expor table)

I Indude all extended properties. I

Mext Cancel
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6. Click the radio button for ‘Place all certificates in the following store’. Click the browse button beside the ‘Certificate

store’ field. Click ‘Personal’ and click ‘OK’. Click ‘Next’.

€ 4¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

the certificate.

I (®) Place all certificates in the following store I

Certificate store:

=3 X

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

[Persona I

Mext

Cancel

Select Certificate Store =

Select the certificate store you want to use.

----- Wl Personal
Ao t Certification Authorities
Enterprise Trust

Intermediate Certification Authorities
Active Directory User Object

..... “ Trueted buihlichara

7. Click ‘Finish’ button.

€ ¥ Certificate Import Wizard

The certificate will be imparted after you dick Finish.

‘You have spedfied the following settings:

Completing the Certificate Import Wizard

Certificate Store Selected by User Personal
Content PFX
File Mame «.'\John Smith ABCE.p12

Cancel
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8. If the import was successful, you will see the following dialog box. Click ‘OK’ on the confirmation window.

Certificate Import Wizard = *

o The import was successful,

Troubleshooting

Refer to our troubleshooting guide at https://www.aeso.ca/market/market-participation/system-tools/energy-trading-system-

tools/ > Troubleshooting Guide for additional helpful information.

Updated 2022-10-27

Page 4

Public


https://www.aeso.ca/market/market-participation/system-tools/energy-trading-system-tools/
https://www.aeso.ca/market/market-participation/system-tools/energy-trading-system-tools/

	Importing using the DigiCert PKI Application
	Importing using the Certificate Wizard
	Troubleshooting

