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CIP-002-2 through CIP-009-2 — Cyber Security, Nuclear Plant Implementation Plan

Purpose:
Implementation plan posted for ballot.

Current Standards:
The Cyber Standards, CIP-002-2 through CIP-009-2 were approved by the NERC Board on May 6, 2009.
Proposed Standards:

On September 15, 2009, NERC filed for FERC approval an implementation plan for the CIP Version 1 standards (CIP-
002-1 through CIP-009-1) for owners and operators of US nuclear power plants in compliance with Order 706-B. In
the plan, compliance with the Version 1 standards is predicated upon the latter of the effective date of the order
approving the implementation plan plus eighteen months; the determination of the scope of systems, structures, and
components within the NERC and NRC jurisdictions plus ten months; or within six months following the completion of
the first refueling outage beyond eighteen months from FERC approval of the implementation plan for those
requirements requiring a refueling outage. Since that September 15, 2009 filing of the Version 1 implementation plan,
FERC approved Version 2 of the NERC CIP standards on September 30, 2009 and NERC filed for FERC approval
Version 3 CIP standards on December 29, 2009.

Applicability:

Reliability Coordinator, Balancing Authority, Interchange Authority, Transmission Service Provider, Transmission
Owner, Transmission Operator, Generator Owner, Generator Operator, Load Serving Entity, NERC, Regional Reliability
Organizations.

Current Status:

The Implementation Pan is posted for ballot until June 1, 2010. The AESO cast an Abstain ballot. There were negative
votes with comments, which results in a recirculation ballot.

NERC Link:

Implementation of CIP Version 2 and 3 Standards for U.S Nuclear Power Plant Owners and Operators



http://www.nerc.com/filez/standards/Cyber_Security_Order706B_Nuclear_Plant_Implementation_Plan.html
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Implementation plan posted for ballot.

Current Standards:

The Cyber Standards, CIP-002-2 through CIP-009-2 were approved by the NERC Board on May 6, 2009.

Proposed Standards:

On September 15, 2009, NERC filed for FERC approval an implementation plan for the CIP Version 1 standards (CIP-002-1 through CIP-009-1) for owners and operators of US nuclear power plants in compliance with Order 706-B. In the plan, compliance with the Version 1 standards is predicated upon the latter of the effective date of the order approving the implementation plan plus eighteen months; the determination of the scope of systems, structures, and components within the NERC and NRC jurisdictions plus ten months; or within six months following the completion of the first refueling outage beyond eighteen months from FERC approval of the implementation plan for those requirements requiring a refueling outage. Since that September 15, 2009 filing of the Version 1 implementation plan, FERC approved Version 2 of the NERC CIP standards on September 30, 2009 and NERC filed for FERC approval Version 3 CIP standards on December 29, 2009.
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