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AESO Reliability Committee (ARC)
Security Work Group (SWG)
Standard Review Meeting

Agenda for 22 July, 2010
9:00 a.m. —3:00 p.m.
25" floor Main Boardroom, The AESO

ARC Security Work Group
Chair Garry Spicer
Alternate Chairs: Doug Hincks, Jack Kelly

The AESO Reliability Committee (ARC) Security Work Group (SWG) is responsible for
reviewing the North American Electric Reliability Council (NERC) Critical Infrastructure
Protection (CIP) reliability standards to assess applicability of the standard requirements
within Alberta. The group will also be examining measures and entity responsibilities for
these standards. These activities are carried out in accordance with the ARC SWG
Terms of Reference.

Summary of Previous Meeting

Date of meeting: Tuesday, 22 June 9:00 a.m. — 3:00 p.m.
Location: The AESO
Qutcomes:

1. The SWG addressed housekeeping items:

e Additional workgroup binders were offered to attendees
o Email list: no updates made
e Future meeting dates:
¢ No August meeting is planned
e September 22
e Consolidated glossary is available on our website

e CIP version 4 — feedback regarding CIP-010 and CIP-011
requested for the AESO’s consideration while formulating our
comments to NERC.

2. Outcomes of the previous meeting (June 22, 2010) were reviewed. No concerns
were raised with documented outcomes.



Status Updates:

3. TFE presentation by Peter Wong, Director, Compliance — The AESO'’s intent is to
consult with the MSA regarding their expectations and develop the TFE
accordingly. In the interim, the AESO will proceed with CIP development.

The Information Document (ID) for CIP-001 has been finalized.

CIP-002-AB-2, CIP-003-AB-2 and CIP-004-AB-2 are still undergoing AESO
internal review.

6. A final SWG review of CIP-007-AB-2 was conducted. CIP-007-AB-2 will be
cycled into the AESO internal review process.

7. Additional items:

Schedule for Upcoming Security Work Group Meetings

Meeting Date Location
Wednesday September 22, 9 am to 3 pm The AESO
Wednesday October 20, 9 am to 3 pm The AESO

Upcoming Meeting Agenda (22 July 2010)
1. Housekeeping items:
e Binders (does anyone need one?)
e Email distribution list (anyone missing?)
e Future meeting dates
e Review outcomes from the previous meeting (June 22, 2010)
2. News items
3. Status updates
o CIP-002-AB-2 (Critical Cyber Asset Identification)
e CIP-003-AB-2 (Security Management Controls)
o CIP-004-AB-2 (Personnel and Training)
e CIP-005-AB-2 (Electronic Security Perimeter)
o CIP-006-AB-2 (Physical Security)
o CIP-007-AB-2 (Systems Security Management)
4. CIP-008-AB-2 — review
5. CIP-009-AB-2 — review



Please bring paper copies of the standard(s) to be reviewed to the meetings. If you
have material (e.g. existing documented practices or procedures) that you believe would
be helpful to the SWG, and you are willing to share the material with the SWG members,
then please bring copies to the meetings.

If you are planning to attend the next Security Work Group meeting, then please RSVP
to Linda.Lane@aeso.ca. Any comments regarding the CIPs should be emailed to
Katherine.Needham@aeso.ca.




