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Welcome 

 
• Purpose of this session 
• Introduce AESO team 
• Scheduling – 3 hours 
• Safety, washrooms and logistics (next slide) 
• Questions  
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Fire 
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Agenda 
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1. Welcome and Introductions (9:30am - 5 min) 

2. CIP Monitoring Approach Overview (9:35 - 15 min) 

1. Information on the AESOs plans for monitoring CIP standards 

3. Technical Feasibility Exceptions (TFE) Process (9:50 - 75 min) 

1. Information on the process and how market participants can submit TFEs 

4. Overview and Update on Compliance (11:05 - 10 min) 

1. Update on AESO’s compliance program and audit statistics 

2. Compliance processes, training, and resources 

5. Update on Standards Development (11:15 - 60 min,  includes break for lunch) 

1. New AESO Website – Alberta Reliability Standards Section 

2. Update on standards development, schedules, etc. 

6. Questions (12:15 – 30 min) 



CIP Compliance Approach 

Peter Wong 



Topics 

• Overview of CIP monitoring approach 
 

• Update on IAC language 
 

• Introduce Technical Feasibility Exception 
 

5 



CIP Priority - HIGH 

• Compliance to CIP standards is a ‘high priority’  
– Heightened cyber-security awareness and concerns 

– Unknown or unidentified risks and impacts 

– Evidence in the US – we need to be better prepared 
• CIP’s have been one the highest violated standards in the US 

• For Alberta – treat with the same high priority 
– AESO has a mandate to monitor compliance of the CIP 

standards, and to develop processes and procedures for 
monitoring market participants 
• Everyone understands and is doing their part in keeping our grid 

reliable and as secure as we can 
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CIP Challenges 

• Recognize this is a NEW set of standards 
– Technically complex and new to everyone (AESO and all our 

stakeholders) 
– Have not had a lot of attention to this point – no ‘best practices’ in 

place like we’ve had for decades with some non-CIP standards 
– Technology is changing and methods to counter cyber security 

are changing 

• All makes it very challenging to know if you are doing enough 
– And more difficult to assess compliance to requirements 
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Considering the challenges … 

• Still need to have assurances that we are meeting those 
requirements, and to bring awareness and change where 
requirements are not met 

 
• Our approach 

– Use the audit framework in place for our ARS 
– Ease into the monitoring – pilot 2 or 3 audits 
– Learn from experiences and external experts 
– Assess our approach and revise as needed 
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What we’ve considered … 

• The approach… 
– The level of scrutiny aligns to the overall higher priority of the CIP standards, similar to the 

higher priority ARS standards and ISO Rules 

• Draws awareness to ALL CIP standards initially, promoting readiness for all standards 

– Uses and builds on established AESO monitoring processes, tools, and experiences 

• Less disruptive to market participants due to familiarity 

• Methods have worked well and accepted by market participants 

– Recognizes differences in US and Alberta 

• More collaborative, less stringent, legalistic, and formalized 

• Differing roles of FERC, NERC, Regional Entities vs AUC, AESO, MSA 

– Recognizes and balances AESO structure and constraints 

• Limited expertise in CIP technical areas outside of control center requirements 

• Limited resource availability (don’t have 12  CIP auditors like WECC) 
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What it means…  

• CIP Standards are effective October 2017 

• Audits planned to begin in January 2018 

– Using external CIP auditors along with AESO staff 

– AESO ultimately responsible to make compliance monitoring decisions 

• Select 2 or 3 highest priority market participants for audits 

– Similar notification timelines and procedures to be used (as with non-CIP) 

– May not align with current ARS audit cycle 

• Market participants submit evidence for audit reviews 

– Scope includes all CIP requirements 

– Allowances for TFEs 

– Use existing procedures and expectations 

• Review and assessment of the pilot audits 

– Decision on how to proceed in 2019 and beyond 
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More details to come… 

 
• 2017 Q1 and Q2 

– Identify and communicate any process differences between CIP 
and non-CIP auditing 

– Using external audit expertise to assist us 
• Review and updates to audit guidelines (if any) 

• Review and updates on assessment expectations (RSAW) 

• Potential to help in training and workshops 

– Selection of pilot audits 
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Update on the IAC language… 

• ‘shall implement in a manner that identifies, assesses, and corrects 
deficiencies…’ a cyber security training program…  versus  ‘shall 
implement a cyber security training program…’ 

– NERC removed the language in V6; Alberta is intending to remove that 
language in the next adoption of the CIP standards;  meanwhile, it is 
included in the current Alberta version 

• In the interim period … 

– Market participants should be incorporating checks in their compliance 
programs to identify events that should be reported even if this language is 
removed 

– Events should be self-reported when identified, and a mitigation plan submitted 

– AESO will not audit whether a ‘program’ is implemented with IAC procedures 

• AESO intends to provide further guidance on this (likely in the form of an 
ID) 
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What about technical feasibility 
exceptions… 

Used where … Actions taken… 

TFE (CIP-SUPP-002) A market participant has identified they 
cannot meet requirements within a CIP 
standard.  The CIP requirement 
explicitly allows for a technical 
exception.  The exception meets an 
‘exception criteria’.  Requires 
submission of a ‘compensating 
mechanism’. 

AESO approves or disapproves a TFE 
submission.  Monitoring of the requirement 
will consider the compensating measures.  
No referral or enforcement actions take 
place.   

CIP-SUPP-001 The market participant seeks a variance to 
a standard or requirement to a CIP 
standard, and presents a case for AESO 
review. 

AESO must approve or disapprove the 
variance.    

MSA Self-Report A market participant has identified a non-
compliance event or a potential one where 
they cannot meet requirements in a 
standard.  Applies to both ISO Rules and 
ARSs, including CIP standards.  A market 
participants submits a mitigation plan to 
address the non-compliance. 

The MSA may take enforcement actions for the 
non-compliance.  AESO may be asked to 
review the self report or mitigation plan.  AESO 
will review the mitigating actions as part of the 
monitoring process. 

Applicability Assessment The market participants has not self-
assessed whether a standard is applicable 
to their situation.  For the purpose of 
identifying if AESO intends to monitor that 
requirement.   

Provides information to a market participant to 
retain and prepare evidence to submit in an 
audit, or prepare a case that the requirement or 
standard does not apply. 
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Technical Feasibility Exception 

Daniela Cismaru 
November 16, 2016  

Public 



Agenda 

• Purpose and Objective 
– Introduction to the TFE approach 

– Objective and goal 

• Overview of FERC/NERC Model 
– Background for understanding the need for TFEs 

• Overview of Proposed Alberta Model 
– TFE definition 

– Criteria for submission and basis for approval 

– Process and tools 

– Compliance Monitoring 

• Next Steps 
• Q&A 
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Purpose and Objective 

 During the CIP standards consultation we have committed to 
develop and bring to the market participants a TFE process 
within 12 months of the effective date 

 Provide awareness of the TFE related work and how it fits 
into the ARS Compliance Monitoring Program (CMP) 

 Provide an overview of the proposed TFE process 
 Get your input and identify any concerns 
 
The end goal is to develop a TFE process that is well 
understood, effective, and efficient for the AESO and the 
market participants 
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Proposed Alberta Model for TFE  

The proposal was built using the NERC model 
• The AESO is committed to use it as a reference  
• Benefits of staying with the NERC model 

- It is the result of extensive and lengthy consultation between FERC, 
NERC and the Responsible Entities  

- It has been revised a number of times to limit the administrative burden 
and to add clarifications    

• Similarities 
- Submission and assessment methodology criteria 

- Compliance monitoring 

• Differences 
- Some procedural steps were changed or removed  
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Overview of the FERC/NERC Model 

Strict implementation and compliance with some CIP 
requirements is not possible due to equipment already 
installed that has not been designed nor can be easily 
upgraded to fully meet the standards’ expectations 
 
The solution was to include the term “where technically 
feasible” in the language of the standards 
 
The initial version of the CIPs were approved pending further 
clarification on the term 
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Overview of the FERC/NERC Model 

FERC Order 706 
- Clarifies that “where technically feasible” is an exception from 

strict compliance with the requirements based on technical 
feasibility, referred to as a “technical feasibility exception”  

- Specifies three mandatory components when requesting and 
obtaining an exception 
• Interim mitigation steps to address the vulnerabilities associated with 

each exception 

• Remediation plan to eliminate the exception 

• Written approval of these steps by the senior manager  

- Mandates the development of a set of conditions or criteria a 
Responsible Entity must follow when requesting an exception 

 
  19 Public 



Overview of the FERC/NERC model 

NERC’s Procedure for Requesting and Receiving Technical 
Feasibility Exceptions to NERC Critical Infrastructure 
Protection Standards (Appendix 4D), widely known as the TFE 
 
The procedure has been revised several times to capture the 
lessons learned over the past 4+ years of implementation 
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Proposed AB Model 

Considerations were given to: 
• FERC/NERC model 

• Other Regional Entities approaches (Ontario) 

• AB regulatory framework - roles and responsibilities pertaining to 
ARS development, approval, monitoring and enforcement  

• Existing rules and standards (ISO rule 103.12 Compliance, CIP-
SUPP-001-AB)  

• Existing processes (Applicability Assessments, Request for 
Interpretation)  

• The content and the intent of the AB versions of CIP standards  

• Input from AB Responsible Entities (familiarity with NERC’s TFE 
process, anticipated # of requests)         
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Proposed AB Model 

The AESO has determined that a TFE process similar to the 
one set out in Appendix 4D should be developed in Alberta to 
allow Responsible Entities to request and receive TFEs 
 
 CIP-SUPP-002  
 The authoritative elements of the process 

 Technical feasibility exception definition  
 ID #2016-005RS 
 Non-authoritative information relating to the process for 

requesting a TFE in Alberta, as well as the criteria that the 
AESO will use to evaluate such requests 
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Proposed AB Model - CIP-SUPP-002-AB 

CIP-SUPP-002-AB 
Section A.3 “Purpose”  
The purpose of this reliability standard is to allow the ISO to approve technical 
feasibility exceptions to the requirements of a CIP Cyber Security reliability 
standard. 

 

Derived from the section 1.1 of Appendix 4D 
Purpose  - This Appendix to the Rules of Procedure of the North American Electric Reliability 
Corporation (NERC) provides the procedure by which a Responsible Entity may request and receive an 
exception from Strict Compliance with the terms of a Requirement of certain NERC Critical 
Infrastructure Protection (CIP) Standards on the grounds of technical feasibility or technical limitations. 
Such an exception is referred to herein as a Technical Feasibility Exception (TFE). 
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Proposed AB Model - CIP-SUPP-002-AB 

Section A.4 “Applicability”  
This reliability standard applies to those Responsible Entities listed in CIP-002-
AB-5.1, Cyber Security – BES Cyber System Categorization, section 4, 
Applicability. 

 

Derived from the section 1.1 of Appendix 4D 
Purpose - This Appendix to the Rules of Procedure of the North American Electric Reliability 
Corporation (NERC) provides the procedure by which a Responsible Entity may request and receive an 
exception from Strict Compliance with the terms of a Requirement of certain NERC Critical 
Infrastructure Protection (CIP) Standards on the grounds of technical feasibility or technical limitations. 
Such an exception is referred to herein as a Technical Feasibility Exception (TFE). 

 

Difference – in AB, the standard also applies to the ISO 
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Proposed AB Model - CIP-SUPP-002-AB 

Section B “Requirements and Measure” 
R1 - A Responsible Entity other than the ISO must, where:  

 (a) a requirement in the CIP Cyber Security reliability standards uses the phrase   
      “where technically feasible”; and  

 (b) the Responsible Entity seeks a variance from the requirement referenced in sub-
      requirement R1(a) on the grounds of technical feasibility,  

request that the ISO approve a technical feasibility exception. 

 

Derived from section 1.3 of Appendix 4D 
Scope - This procedure for requesting and obtaining approval of TFEs is applicable only to those 
Requirements of the CIP Standards that: (i) expressly provide that compliance with the terms of a 
Requirement or Requirement Part is required where technically feasible; or (ii) FERC has directed that 
the Requirement or Requirement Part should be subject to this procedure. […] 

 

Difference – FERC maintains the right to unilaterally decide which 
requirements are subject to a TFE, while we don’t.   
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Proposed AB Model - CIP-SUPP-002-AB 

R2 - A Responsible Entity must make a request under requirement R1 in writing 
in the form specified by the ISO. 

 

Derived from sections 1.1, 4.1 and 4.2 of Appendix 4D 
1.1 Scope - This procedure for requesting and obtaining approval of TFEs is applicable only to those 
Requirements of the CIP Standards that: (i) expressly provide that compliance with the terms of a 
Requirement or Requirement Part is required where technically feasible; or (ii) FERC has directed that 
the Requirement or Requirement Part should be subject to this procedure. […] 

4.1 Submissions for a TFE Request or Material Change Report 

A Responsible Entity may submit a single TFE Request or Material Change Report for a TFE […] 

4.2 Form and Format of TFE Request or Material Change Report 

A TFE Request or a Material Change Report for one or more Covered Assets shall consist of the 
following Required Information: 

(i) Category (or categories) of Covered Asset(s) (e.g., BES Cyber System, Electronic Access Control or Monitoring 
System, etc.). 

(ii) Covered Asset ID (assigned by the Responsible Entity). […] 
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Proposed AB Model - CIP-SUPP-002-AB 

Differences – in the AB model the details were not viewed as AD 
material; they are included in either the ID (criteria)  or the TFE request 
form (info requested) 
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Proposed AB Model - CIP-SUPP-002-AB 

R3 - A Responsible Entity must provide any additional information relating to a 
request for a technical feasibility exception at the ISO’s request. 

 

 Derived from sections 4.2 and 3.3 of Appendix 4D 
4.2 Form and Format of TFE Request or Material Change Report 

[…] Additional information may be requested by the Regional Entity as necessary or appropriate. 

3.1 Basis for Approval of a Technical Feasibility Exception 

3.3 The burden to justify approval of a TFE Request in accordance with the provisions of this Appendix 
is on the Responsible Entity.  

 

Intent - to formalize the mechanism for requesting and submitting 
additional information  
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Proposed AB Model - CIP-SUPP-002-AB 

R4 - The ISO and the Responsible Entity must treat a request for a technical 
feasibility exception under requirement R1, all records related to such a request, 
as confidential in accordance with the provisions of section 103.1 of the ISO 
rules, Confidentiality, provided however that where the request for a technical 
feasibility exception is made by a Responsible Entity whose rights and 
obligations are the subject of a power purchase arrangement that Responsible 
Entity may disclose to its counterparties such information in respect of the 
technical feasibility exception as and if required under the terms of the power 
purchase arrangement. 

 

Derived from section 12.0 of Appendix 4D 
Confidentiality of TFE Requests,  Material Change Reports and Related Information 

Except as expressly stated in this Section 12.0, the submission, review, and approval/disapproval of 
TFE Requests or Material Change Reports, and the implementation and termination of approved TFEs, 
shall be maintained as confidential […] 

Differences – the AB model employs an existing rule while keeping the 
details in an ID 
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Proposed AB Model - CIP-SUPP-002-AB 

R7 - A Responsible Entity must, where there is a material change in the facts 
underlying the approval of a technical feasibility exception, submit a revised 
request to the ISO under requirement R2 or R3 within sixty (60) days of 
becoming aware of the material change. 

 

Derived from section 6.5 of Appendix 4D 
6.0 Implementation  and  Reporting  by  the  Responsible  Entity Pursuant to an Approved TFE 
or Material Chance Report 

6.5 If there is a Material Change in the facts underlying approval of the TFE, the Responsible Entity 
shall submit a Material Change Report to the Regional Entity, within sixty (60) calendar days of 
identification or discovery of the Material Change, supporting the continuing need and justification for 
the approved TFE or verifying that the Responsible Entity has achieved Strict Compliance with the 
Applicable Requirement […] 

 

Differences – the AB model allows for submission of the material 
changes  via a revised TFE request.   
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Proposed AB Model – TFE definition 

 
“technical feasibility exception” means a variance from a requirement in 
the CIP Cyber Security reliability standards that achieves a level of 
reliability of the bulk electric system that is comparable to or higher than 
compliance with the requirement 

 

Derived from NERC’s definition  
“Technical Feasibility Exception” or “TFE” means an exception from Strict Compliance with the terms of an 
Applicable Requirement on grounds of technical feasibility or technical limitations in accordance with one or 
more of the criteria in section 3.0 of Appendix 4D.  

 
Differences – In AB, the definition includes the expectations related to the 
variance     
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Proposed AB Model - ID #2016-005RS 

ID #2016-005RS 
Section 1 “Purpose”  
The purpose of this Information Document is to clarify the process by which a 
Responsible Entity, as defined in CIP-002-AB-5.1, Cyber Security BES Cyber 
System Categorization, may request and obtain approval for a technical 
feasibility exception (“TFE”) to those requirements of the Critical Infrastructure 
Protection Alberta reliability standards (“CIP ARS”) that use the phrase “where 
technically feasible.” This Information Document is likely of most interest to 
Responsible Entities to whom the CIP ARS apply. 

 

Derived from section 1.1 of Appendix 4D 
Purpose - This Appendix to the Rules of Procedure of the North American Electric Reliability 
Corporation (NERC) provides the procedure by which a Responsible Entity may request and receive an 
exception from Strict Compliance with the terms of a Requirement of certain NERC Critical 
Infrastructure Protection (CIP) Standards on the grounds of technical feasibility or technical limitations. 
Such an exception is referred to herein as a Technical Feasibility Exception. 
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Proposed AB Model - ID #2016-005RS 

Section 3 “Technical Feasibility Exception”  
A TFE does not relieve a Responsible Entity from its obligation to comply with 
the requirement of a CIP ARS. Rather, a TFE authorizes an alternative means 
of compliance with the requirement through the use of compensating and/or 
mitigating actions that achieve a comparable or higher level of security for the 
bulk electric system as would compliance with the requirement. 

 
Derived from section 3.2 of Appendix 4D 
3.0 Basis for Approval of a Technical Feasibility Exception 

3.2 A TFE does not relieve the Responsible Entity of its obligation to comply with the Applicable 
Requirement. Rather, a TFE authorizes an alternative (to Strict Compliance) means of compliance with 
the Applicable Requirement through the use of compensating measures and/or mitigating measures 
that achieve at least a comparable level of security for the Bulk Electric System as would Strict 
Compliance with the Applicable Requirement. 
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Proposed AB Model - ID #2016-005RS 

Section 4.1 “Components of a TFE Request” 
A TFE Request includes the following information:  

(a) a completed TFE request form posted on the AESO’s website at (see Appendix A), that contains:  

(i) the applicable CIP ARS requirement, 

(ii) a description of the asset(s),  

(iii) the ground(s) for the TFE request, as set out in section 5 of this ID,  

(iv) the expiration date of the TFE; and  

(v) written approval of the TFE request by the senior manager associated with the overall responsibility for 
leading and managing the Responsible Entity’s implementation and adherence to the CIP ARS, hereinafter 
referred to as the “primary contact”; and  

(b) a documented mitigation plan associated with the TFE, including a schedule for the completion 
of milestones and a completion date for the implementation of the mitigation plan; and  

(c) a documented remediation plan to eliminate the TFE and achieve compliance with the CIP ARS 
requirement, including milestones and a reasonable expiration date of the TFE or, when remediation 
is not possible, ongoing and effective mitigation strategies. 
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Proposed AB Model - ID #2016-005RS 

Derived from section 4.2 of Appendix 4D 
Form and Format of TFE Request or Material Change Report 

A TFE Request or a Material Change Report for one or more Covered Assets shall consist of the 
following Required Information: 

(i) Category (or categories) of Covered Asset(s) (e.g., BES Cyber System, Electronic Access Control or Monitoring 
System, etc.). 

(ii) Covered Asset ID (assigned by the Responsible Entity). […] 
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Proposed AB Model - ID #2016-005RS 

Section 4.2 “Submission of a Single TFE Request for Multiple Assets” 
A Responsible Entity may submit a single TFE request from the same 
requirement for multiple assets, at one or more locations, when all of the 
following criteria are met:  

(a) the ground(s) for the TFE request is the same for all assets; and  

(b) the mitigation and remediation plans are the same for all assets; and  

(c) the proposed expiration date of the TFE is the same for all assets. 

 

Derived from section 4.1 of Appendix 4D 
Submissions for a TFE Request or Material Change Report - A Responsible Entity may submit a 
single TFE Request or Material Change Report for a TFE from the same Applicable Requirement for 
multiple Covered Assets at one or more locations when all of the following criteria are met: 

(i) The Covered Assets are within the purview of the same Regional Entity 

(ii) The basis for the TFE is the same for all Covered Assets 

(iii) The Covered Assets will use the same compensating measures and/or mitigating measures 

(iv) The same proposed TFE Expiration Date applies to all of the Covered Assets listed in the request 
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Proposed AB Model - ID #2016-005RS 

Section 4.3 “Contact Information for Submission of TFE Requests” 
A TFE request, new or revised, and any related inquiries regarding a TFE 
request may be directed to TFE@aeso.ca.  

The AESO directs all communications regarding TFE’s to the primary contact 
identified in the TFE request form, unless notified by the Responsible Entity, in 
writing. 

 

Loose ties with sections 4.1 and 5.1 of Appendix 4D 
 

Intent – Ensure consistency and clarity    
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Proposed AB Model - ID #2016-005RS 

Section 5.1 “Criteria for Approval of a TFE Request” 
Pursuant to requirement R5 of CIP-SUPP-002-AB, in determining whether to 
approve a TFE request, the AESO will consider the following criteria:  

(a) whether, in the determination of the AESO, the grounds relied on by the 
Responsible Entity for making the TFE request, as described below, are 
satisfactory;  

(b) where the grounds relied upon are determined to be satisfactory, whether:  

i. the proposed mitigation plan, in the determination of the AESO, would achieve a level of 
reliability of the bulk electric system comparable to or higher than compliance with the 
requirement; and  

ii. the proposed remediation plan to eliminate the TFE, in the determination of the AESO, is 
satisfactory. 
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Proposed AB Model - ID #2016-005RS 

Derived from sections 5.2.1 and 3.2 of Appendix 4D 
5.2 Review of TFE Request or Material Change Report for Approval or Disapproval 

5.2.1 The Regional Entity shall review a TFE Request or Material Change Report to determine if it 
should be approved in accordance with Section 3.1 of this Appendix, or disapproved.[…] 

3.0 Basis for Approval of a Technical Feasibility Exception 

3.2 […] Rather, a TFE authorizes an alternative (to Strict Compliance) means of compliance with the 
Applicable Requirement through the use of compensating measures and/or mitigating measures that 
achieve at least a comparable level of security for the Bulk Electric System as would Strict Compliance 
with the Applicable Requirement.  
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Proposed AB Model - ID #2016-005RS 

Section 5.2 “Grounds for a TFE Request” 
A Responsible Entity may request a TFE on the grounds that compliance with a CIP ARS 
requirement, evaluated in the context or environment of the Responsible Entity’s asset 
that is subject of the TFE request:  

(a) is not technically possible or is precluded by technical limitations;  

(b) is operationally infeasible or could adversely affect reliability of the bulk electric system to an extent that 
outweighs the reliability benefits of compliance with the requirement;  

(c) while technically possible and operationally feasible, cannot be achieved by the date the Responsible Entity 
is required to comply with the CIP ARS due to factors such as scarce technical resources, limitations on the 
availability of required equipment or components, or the need to construct, install or modify equipment 
during planned outages; 

(d) would pose safety risks or issues that outweigh the reliability benefits of compliance with the requirement;  

(e) would conflict with, or cause the Responsible Entity to be non-compliant with, a separate statutory or 
regulatory requirement applicable to the Responsible Entity, the asset or the related facility that must be 
complied with and cannot be waived or exempted; or   

(f) would require the incurrence of costs that far exceed the benefits to the reliability of the bulk electric system 
of compliance with the requirement, such as requiring the retirement of existing equipment that is not 
capable of compliance with the requirement but is far from the end of its useful life and replacement with 
newer-generation equipment that is capable of compliance, where the incremental risk to the reliable 
operation of the asset and to the reliable operation of the facility and the bulk electric system of continuing to 
operate with the existing equipment is minimal. 
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Proposed AB Model - ID #2016-005RS 

Derived from section 3.1 of Appendix 4D 
3.0 Basis for Approval of a Technical Feasibility Exception 

3.1 A Responsible Entity may request and obtain approval for a TFE on the grounds that Strict Compliance with an 
Applicable Requirement, evaluated in the context or environment of the Responsible Entity’s Covered Asset that is the 
subject of the TFE Request:  

(i)  is not technically possible or is precluded by technical limitations; or  

(ii) is operationally infeasible or could adversely affect reliability of the Bulk Electric System to an extent that outweighs the 
reliability benefits of Strict Compliance with the Applicable Requirement; or  

(iii) while technically possible and operationally feasible, cannot be achieved by the Responsible Entity’s Compliant Date for the 
Applicable Requirement due to factors such as, for example, scarce technical resources, limitations on the availability of required 
equipment or components, or the need to construct, install or modify equipment during planned outages; or  

(iv) would pose safety risks or issues that, in the determination of the Regional Entity, outweigh the reliability benefits of Strict 
Compliance with the Applicable Requirement; or 

(v) would conflict with, or cause the Responsible Entity to be non-compliant with, a separate statutory or regulatory requirement 
applicable to the Responsible Entity, the Covered Asset or the related Facility that must be complied with and cannot be waived or 
exempted; or 

 (vi) would require the incurrence of costs that, in the determination of the Regional Entity, far exceed the benefits to the reliability of 
the Bulk Electric System of Strict Compliance with the Applicable Requirement, such as requiring the retirement of existing 
equipment that is not capable of Strict Compliance with the Applicable Requirement but is far from the end of its useful life and 
replacement with newer-generation equipment that is capable of Strict Compliance, where the incremental risk to the reliable 
operation of the Covered Asset and to the Reliable Operation of the related Facility and the Bulk Electric System of continuing to 
operate with the existing equipment is minimal in the determination of the Regional Entity. 
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Proposed AB Model - ID #2016-005RS 

Section 6.1 “Review of a TFE Request” 
The Responsible Entity is responsible for applying, substantiating, obtaining approval of, 
and maintaining a TFE.  

 

Derived from section 3.3 of Appendix 4D  
3.0 Basis for Approval of a Technical Feasibility Exception 

3.3 The burden to justify approval of a TFE Request in accordance with the provisions of this Appendix 
is on the Responsible Entity. […] 
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Proposed AB Model - ID #2016-005RS 

Section 6.1 “Review of a TFE Request” – cont. 
A Responsible Entity may revise a pending TFE request that is under review by the 
AESO, for the purpose of providing additional or revised information, including changes to 
the mitigation or remediation plans.  

 

Derived from section 7.0 of appendix 4D 
Amendment of a Pending TFE Request 

A Responsible Entity may amend a pending TFE Request that is under review by a Regional Entity, for 
the purpose of providing additional or revised Required Information during the 60-day review period. 
Submission of an amendment to a pending TFE Request may, in the Regional Entity’s discretion, 
extend the time period for the Regional Entity’s review of the TFE Request but does not require the 
restart of the approval process. 
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Proposed AB Model - ID #2016-005RS 

Section 6.1 “Review of a TFE Request” – cont. 
The objective of the AESO’s review is to make a determination as to whether a TFE 
request substantiates the criteria for approval.  

 

Derived from section 3.3 of Appendix 4D  
3.0 Basis for Approval of a Technical Feasibility Exception 

3.3 […] It is the responsibility of the Regional Entity, […], to make all determinations as to whether a 
TFE Request has met the criteria for approval. […] 
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Proposed AB Model - ID #2016-005RS 

Section 6.1 “Review of a TFE Request” – cont. 
The AESO’s review process is intended to be an exchange of information which 
maximizes the chances that a TFE request is approved, and the assessment is neither a 
full or a partial assessment of the Responsible Entity’s compliance with the requirement. 
However, the AESO may need to expand its review beyond the CIP ARS requirement 
specified in the TFE request when the proposed mitigations or remediation measures 
involve CIP ARS requirements that are not subject to the TFE request. In such 
circumstances, if the AESO suspects a possible breach of these CIP ARS requirement(s), 
it may initiate a formal compliance assessment.  

 

Intent – to clarify that the assessment of the TFE is not a compliance 
monitoring activity; however, it may trigger one. 
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Proposed AB Model - ID #2016-005RS 

Section 6.2 “Approval/Disapproval of a TFE Request” 
Pursuant to requirement R6 of CIP-SUPP-002-AB, the AESO will issue a notice 
of approval or disapproval of the TFE request that may contain the following: 

(a) a statement of approval/disapproval of each TFE request,  

(b) any terms and conditions of the approval,  

(c) the expiration date of the approval,  

(d) the milestones and completion date the Responsible Entity is required to achieve 
with respect to the implementation of the mitigation plan;  

(e) the milestones the Responsible Entity is required to achieve with respect to the 
implementation of the remediation plan to achieve compliance with the CIP ARS 
requirement(s),  

(f) the Responsible Entity’s reporting requirements to the AESO regarding the 
implementation of mitigation and remediation plans; and  

(g) any other requirements or information the AESO has determined to be necessary 
in the circumstances. 
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Proposed AB Model - ID #2016-005RS 

Derived from sections 5.2.2 of Appendix 4D 
5.2 Review of TFE Request  or Material Change Report  for Approval or Disapproval  

5.2.2 The Regional Entity shall complete its review of the TFE Request or Material Change Report and 
make its determination of whether the TFE Request or Material Change Report is approved or 
disapproved, and issue a notice (in accordance with Sections 5.2.4 or 5.2.5) stating the TFE Request is 
approved or disapproved […] 
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Proposed AB Model - ID #2016-005RS 

Section 6.3 “Approval in Whole or in Part” 
The AESO may approve or disapprove the TFE request in whole or in part 
where the TFE request is for two or more assets subject to the same 
requirement. 

 

Derived from section 5.2.3 of Appendix 4D  
5.2 Review of TFE Request  or Material Change Report  for Approval or Disapproval  

5.2.3 The Regional Entity may approve or disapprove the TFE Request or Material Change Report in 
whole or in part, even if the TFE Request or Material Change Report is for two or more Covered Assets 
subject to the same Applicable Requirement. 
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Proposed AB Model - ID #2016-005RS 

Section 6.4 “Transfer of an Approved TFE” 
An approved TFE may be transferred from one Responsible Entity to another as 
a result of changes to the asset ownership. To complete the transfer, the new 
owner notifies the AESO within sixty days of the transfer.  

 

Intent – avoid unnecessary administrative burden.  
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Proposed AB Model - ID #2016-005RS 

Section 7.1 “Compliance Monitoring” 
The AESO will monitor compliance with the CIP ARS from the effective date of 
the CIP ARS.  

Compliance with a CIP ARS requirement subject to an approved TFE will be 
monitored in accordance to the approved TFE. The AESO will monitor 
compliance with CIP ARS requirement after the date of expiration or termination 
of a TFE.  

 

Derived from sections 6.8, 8.1 and 5.3 of Appendix 4D  
6.0 Implementation  and  Reporting  by  the  Responsible Entity Pursuant to an Approved TFE 
or Material Change Report  

6.8 If a Responsible Entity fails to implement or maintain a compensating measure or mitigating 
measure or fails to conduct research or analysis towards achieving Strict Compliance, in accordance 
with the approved TFE; or fails to submit one or more reports by the required submission date, the 
Responsible Entity (i) is required to file a Self-Report in accordance with Section 3.5 of the CMEP, and 
(ii) will be subject to issuance of a Notice of Alleged Violation for noncompliance with the Applicable 
Requirement that is the subject of the approved TFE. Any such Notice of Alleged Violation shall be 
processed in accordance with Sections 5.0, 6.0 and 7.0 of the CMEP. 
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Proposed AB Model - ID #2016-005RS 

8.0 Compliance Audit Requirements Relating to Approved TFE  

8.1. Following approval of a Responsible Entity’s  TFE  Request,  subsequent Compliance Audits of the 
Responsible Entity may include audit of (i) the Responsible Entity’s implementation and maintenance of 
the compensating measures and/or mitigating measures specified in the approved TFE, in accordance 
with the time schedule set forth in the approved TFE, and (ii) the Responsible Entity’s implementation 
of steps and conduct of research and analyses towards achieving Strict Compliance with the Applicable 
Requirement, in accordance with the time schedule set forth in the approved TFE. 

5.3 No Findings of Violations or Imposition of Penalties for Violations of an Applicable 
Requirement for the Period a TFE Request or Material Change Report is Being Reviewed  

The Responsible Entity shall not be subject to imposition of any findings of violations, or imposition of 
Penalties or sanctions for violations, for failure to be in Strict Compliance with an Applicable 
Requirement that is the subject of a TFE Request or Material Change Report […] 

 

Difference – the AB model consolidates the compliance expectations  
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Proposed AB Model - ID #2016-005RS 

Section 7.2 “Conditions of TFE Approval” 
To maintain approval of a TFE, the Responsible Entity fulfills the terms and 
conditions of approval, as set out by the AESO pursuant to requirement R6.1 of 
CIP-SUPP-002-AB, including:  

(a) implementation and maintenance of the mitigation plan specified in the TFE 
request, in accordance with the time schedule specified, and  

(b) implementation of the remediation plan specified in the TFE request, in accordance 
with the time schedule specified. 

Derived from section 8.1 of Appendix 4D  
8.0 Compliance Audit Requirements Relating to Approved TFE  

8.1. Following approval of a Responsible Entity’s  TFE  Request,  subsequent Compliance Audits of the 
Responsible Entity may include audit of (i) the Responsible Entity’s implementation and maintenance of 
the compensating measures and/or mitigating measures specified in the approved TFE, in accordance 
with the time schedule set forth in the approved TFE, and (ii) the Responsible Entity’s implementation 
of steps and conduct of research and analyses towards achieving Strict Compliance with the Applicable 
Requirement, in accordance with the time schedule set forth in the approved TFE. 

Difference – all monitoring activities, including self-certification, will 
consider the approved TFE   
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Proposed AB Model - ID #2016-005RS 

Section 8 “Submitting a Revised TFE Request” 
Pursuant to requirement R7 of CIP-SUPP-002-AB, when a material change is identified, 
the Responsible Entity submits a revised TFE request within sixty days of the 
identification or discovery of the material change. The revised TFE request includes:  

(a) reference the approved TFE; and  

(b) justification of the continuing need for the approved TFE; or  

(c) notice that the Responsible Entity has achieved compliance with the CIP ARS 
requirement. 

Derived from section 6.5 of Appendix 4D  
6.0 Implementation  and  Reporting  by  the  Responsible  Entity Pursuant to an Approved TFE 
or Material Chance Report 

6.5 If there is a Material Change in the facts underlying approval of the TFE, the Responsible Entity 
shall submit a Material Change Report to the Regional Entity, within sixty (60) calendar days of 
identification or discovery of the Material Change, supporting the continuing need and justification for 
the approved TFE or verifying that the Responsible Entity has achieved Strict Compliance with the 
Applicable Requirement […] 

Intent – the ID clarifies expectation when submitting an amended TFE  
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Proposed AB Model - ID #2016-005RS 

Section 9 “Amendment or Termination of the TFE”  
Pursuant to requirement R8 of CIP-SUPP-002-AB, the AESO may amend or terminate a 
TFE prior to the expiration date of the approval. The Responsible Entity will be notified, in 
writing, of the AESO’s intent to terminate early and of the effective termination date.  

When the Responsible Entity anticipates that it may breach the conditions of a TFE 
approval, it may inform the AESO without submitting a revised TFE request, unless the 
AESO requests that a revised TFE request be submitted. The AESO, at its discretion, 
may amend or terminate the TFE pursuant to requirement R8 of CIP-SUPP-002-AB.  

Derived from sections 9.1 and 9.2 of Appendix 4D  
9.0 Termination of an Approved TFE  

9.1 An approved TFE shall remain in effect unless it terminates on the TFE Expiration Date, is 
terminated at an earlier date pursuant to this Section 9.0, the Responsible Entity achieves Strict 
Compliance with the Applicable Requirement or there is a material misrepresentation by the 
Responsible Entity as to the facts relied upon by the Regional Entity in approving the TFE. 

9.2 The Responsible Entity may terminate an approved TFE by submitting a notice to the Regional 
Entity stating that the Responsible Entity is terminating the TFE and providing the TFE Termination 
Date. 
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TFE Request Form 
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Summary of Differences 

• Less administrative  
– The list of standards for which a TFE can be requested is not 

posted on the AESO website 
– No section dedicated to definition  

• AB specifics 
– The hearing and appeal processes are different to recognize 

the AB framework and legislations 
– The record management and confidentiality requirements use 

existing rule and processes 
– No need for external reporting from the ISO 
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Next Steps 

• CIP-SUPP-002 and TFE definition -  filing and approval 
• Submission of the TFE requests opens on January 1, 2017 
• Communication of assessment – after the AUC approves the 

standard   
 
 

 

 

57 Public 



Comments, Questions, Clarification 

• Consultation on CIP-SUPP-002 and TFE definition closes on 
Nov 25, 2016 - ars_comments@aeso.ca 

• Questions or clarifications on process and TFE request form 
TFE@aeso.ca 
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Q&A 
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Thank You! 
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ARS Compliance Monitoring  
Overview and Update 

Daniela Cismaru 
November 16, 2016 

Public 



Agenda 

• Compliance Monitoring Program Update 
• Compliance Resources Overview 
• Audit Statistics  
• Q&A 
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CMP Update 

Compliance Monitoring Tools 
• Audit (scheduled and spot) 
• Self-Certification 
• Periodic Data Submission and Reporting 
• Exception Reporting 
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CMP Overview - Scheduled Audit 

Scheduled Audit  
• Reduced scope 
• 39 out of 49 audits completed within 3 months  

• Better understanding of the process (steps, timelines) 

• Better coordination and communication  

• Increased quality of evidence 

• Much smaller number of requests for extensions 

• Applicability Assessments (AA) and Request for Interpretations (RFI) 
completed prior to the audit  

• Main reasons for the delays  
– Incomplete evidence initially sent to the AESO 

– Additional evidence submitted in the draft report   
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CMP Overview - Scheduled Audit 

• Submission of evidence – one month from the audit’s End Date  
• Q1 – beginning of February 

• Q2 – beginning of May 

• Q3 – beginning of August 

• Q4 – beginning of November  

• Core Audit Requirements posted on the AESO’s website 
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CMP Overview – Spot Audit 

Last spot audit completed in 2014 
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CMP Overview - Self-Certification 

Self-Certification 
• Increased quality of the self-certification letters 

• xls & pdf 

• Delegation of Authority 

• Registration assessments and updates 

• Detailed comments 

• Increased attention to standards and requirements evaluated as 
“Not Applicable Self Assessed”  
• Timely response to the IRs 

• The AESO will be focusing the review on standard evaluated as 
“Applicable”  
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Resources Overview - Applicability 
Assessments 

Applicability Assessments 
• Dedicated section on the AESO’s website under the Compliance 

section (process & forms) 
• Reduced number of requests 
• Requests are mainly in regards to the new standards 
• 90 days target for the AESO to notify the market participant of its 

assessment (delays for CIP v5) 
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Resources Overview - Designated 
Document Provider 

Designated Document Provider 
• Dedicated section on the AESO’s website under the Compliance 

section (guide, process & forms) 
• Only one submitted this year 
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Resources Overview - Training 

Training and Education 
• Available online under the Compliance section 
• Quarterly audit and self-certification training 
• As requested (new market participants)  
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Resources Overview - Training 

Issues 
• Send them to the rscompliance@aeso.ca 
• Internal process in place to evaluate and respond to them 
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Resources Overview – New AESO Website 

New AESO website – Compliance section 
• Most of the content retained 
• Main sections 

• CMP & links to relevant information  

• Registration 

• Self-certification 

• Compliance monitoring audits 

• Applicability assessments 

 

 

72 Public 



Audit statistics 

Standard 
Suspected 

Contraventions  Self Reported 
% Self 

Reported 
% of Total 

Contraventions 
CIP-001 151 43 28% 62% 
COM-001 6 2 33% 2% 
EOP-001 3 1 33% 1% 
FAC-003 21 8 38% 9% 
PRC-001 40 9 23% 17% 
PRC-004-WECC 1 1 100% 0% 
VAR-001 7 1 14% 3% 
VAR-002 10 2 20% 4% 
VAR-002-WECC 3 1 33% 1% 
Total 242 68 28%   
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Audit statistics 
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COM-001
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FAC-003
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Q&A 
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Thank you! 

Public 



Break 
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Alberta Reliability Standards Update 

Presented by: Ken Gardner 
November 16, 2016 

Public 



Disclaimer 

 
The information contained in this presentation is for 
information purposes only. While the AESO strives to make 
the information contained in this presentation as timely and 
accurate as possible, the AESO makes no claims, 
promises, or guarantees about the accuracy, completeness 
or adequacy of the information contained in this 
presentation, and expressly disclaims liability for errors or 
omissions. As such, any reliance placed on the information 
contained herein is at the reader’s sole risk. 
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Alberta Reliability Standards Update 
 
  
Agenda 
• New Website – Alberta Reliability Standards Section 
• Alberta Reliability Standards Program Work Plan 

– Standards being forwarded to the Commission 
– Overview on what is upcoming for stakeholder consultation 
– Standards pending development 

• Technical session being planned for PRC-023-AB-2  
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Alberta Reliability Standards Update 

New Website – Alberta Reliability Standards Section 

Public 



New AESO Website   
Alberta Reliability Standards Section 
 
 
The Alberta Reliability Standards section includes links to: 

– Stakeholder Engagement 
– Current Alberta Reliability Standards 
– Individual Alberta Reliability Standards 
– Non-Applicable Alberta Reliability Standards 
– Alberta Reliability Standards Program Work Plan 
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New AESO Website   
Alberta Reliability Standards Section 
 
 
• The Stakeholder Engagement section includes: 

– all consultation materials including those for:  
• Alberta reliability standards (also ISO rules and Tariff) 

• defined terms 

• supplemental standards 

– stakeholder comment letters, reply letters & other letters 
– consultation and filing notices… 
– Workgroup and stakeholder meeting invitations, information 

sessions and presentation materials 
All consultation materials will be on the website for a minimum of 60 
days after AUC approval of the standard or defined term. 
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New AESO Website   
Alberta Reliability Standards Section 

 
• The Current Alberta Reliability Standards section includes 

– a complete set of Alberta reliability standards that are in 
effect 

– an interpretation document that applies to all Alberta 
reliability standards 
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New AESO Website   
Alberta Reliability Standards Section 

 
• The Individual Alberta Reliability Standards section 
includes: 

– all standards approved by the AUC 
– the effective date on the landing page  
– associated information documents 
– other documents related to the standard 
– an archive of previous versions of the standard 
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New AESO Website   
Alberta Reliability Standards Section 

 
• The Non-Applicable Alberta Reliability Standards section 
includes: 

– links to each standard that was rejected for application in 
Alberta 

– includes all versions of a standard that was rejected for 
application in Alberta 
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New AESO Website   
Requests for Interpretation of Alberta Reliability Standards 

 
• Separate section on the website for:  

– “Request for interpretation of Alberta Reliability Standards” 

• Note: Where appropriate, the AESO considers providing 
guidance through Information Documents rather than in direct 
replies to stakeholder queries.  
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New AESO Website   
Alberta Reliability Standards Section 
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Alberta Reliability Standards Update 

Alberta Reliability Standards Program Work Plan 

Public 



Alberta Reliability Standards Work Plan 

90 Public 



Alberta Reliability Standards Work Plan 

1. Approved by the AUC  
2. Forwarded to the AUC  
3. Under Development 
4. Development Pending  
5. First Version to be Adopted in Alberta - FERC Approved  
6. New Versions of Adopted Standards - FERC Approved 
7. New Versions of Adopted/New Standards - Filed with FERC 
8. New Versions of Adopted/New Standards - NERC BOT 

Approved 
9. Projects to be Confirmed N/A in Alberta - FERC Approved 
https://www.aeso.ca/assets/Uploads/November-2016-posting2.pdf 
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To be Forwarded to the Commission 

Standard Name Forward to the AUC 
BAL-004-WECC-AB-2 Automatic time Error Control November 17, 2016 
PRC-001-AB3-1.1(ii) System Protection Coordination Q1 2017 
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Proposed BAL-004-WECC-AB-2 
Automatic time Error Control 

• Plan to forward to the AUC for approval on November 17 
• Applies only to the ISO  
• Revised to:  

– To align with the current WECC version; and 
– address retirement of WECCnet application which was replaced 

with the Reliability Messaging Tool. 
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Proposed PRC-001-AB3-1.1(ii) 
System Protection Coordination 

• NERC will be retiring PRC-001-1.1(ii) with the adoption of 
requirements in 13 standards including PRC-027-1 
“Coordination of Protection Systems for Performance During 
Faults” and PER-006-1 “Specific Training for Personnel”. 
• Both of these standards were filed with FERC on Sept 2, 
2016. 
• NERC is recommending a 2 year implementation timeline for 
PRC-027-1 and PER-006-1.  
• Given this, the AESO decided to proceed with proposal to 
adopt revised PRC-001-AB2-1 in Alberta with added clarity to 
requirements. 
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Proposed PRC-001-AB3-1.1(ii) 
System Protection Coordination 

• Currently preparing to post replies to stakeholder comments. 
• Plan to forward to the AUC for approval in Q1 2017. 
• PRC-001-AB3-1.1(ii) can be found on the AESO website in 
“The Stakeholder Engagement” section. 
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Upcoming for Stakeholder Consultation 

Standard Name Stakeholder 
Consultation 

EOP-005-AB-2 System Restoration from 
Blackstart Resources 

December 2016 

FAC-008-AB-3 Facility Ratings Methodology Q1 2017 
PRC-005-AB-6 Protection System, Automatic 

Reclosing, and Sudden Pressure 
Relaying Maintenance 

Q1 2017 

CIP-014-AB-2  Physical Security Q1 2017 
PRC-025-AB-1  Generator Relay Loadability Q1/Q2 2017 
Defined Term  BES Definition To be determined 
Defined Term  Radial System To be determined 
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Overview of Draft  EOP-005-AB-2  
System Restoration from Blackstart Resources 

• Status 
Preparing standard for stakeholder consultation in December 

• Purpose 
The purpose of this reliability standard is to ensure plans, 
facilities, and personnel are prepared to enable restoration of the 
interconnected electric system starting from blackstart 
resources, to ensure reliability is maintained during restoration, 
and priority is placed on restoring the interconnected electric 
system and the interconnection in accordance with the ISO’s 
restoration plan 
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Overview of Draft  EOP-005-AB-2  
System Restoration from Blackstart Resources 

• Proposed Applicability 
– ISO 
– Operator of a transmission facility included in the ISO 

restoration plan. 
– Operator of a generating unit with a MARP greater than 18 

MW. 
– Operator of a distribution system identified in the restoration 

plan of an operator of a transmission facility. 
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Overview of Draft  EOP-005-AB-2  
System Restoration from Blackstart Resources 

• Overview of Proposed Requirements: 
R1 - OTFs to have a restoration plan  

• R3&R4 - aligned with and approved by the ISO 

R1 - Identifies what the plan must include 
R2 - Changes to roles – ISO to provide description – OTF 

to provide affected entities with description of the role.  
R5 - Copy of approved plan within its primary and backup 

control centres 
R6 - ISO to perform studies to verify plan every 5 years. 
R7 - Implement plan when required 
R8 - synchronizing areas  
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Overview of Draft  EOP-005-AB-2  
System Restoration from Blackstart Resources 

 

R9 - ISO must have blackstart resource testing 
requirements. 
R10 - OTFs to provide system restoration training to 

operating personnel once per year. 
R11 - Train field switching personnel. 
R12 & R18 - Attend ISO’s restoration drill if requested. 
R13 - ISO must have blackstart resource agreements 
R14 - OGUs must have procedures for starting each 

blackstart resource. 
R15 - Notify the ISO of any known changes to the 

capabilities of that blackstart resource. 
 10
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Overview of Draft  EOP-005-AB-2  
System Restoration from Blackstart Resources 

 

R16 - OGUs perform blackstart resource tests; 
R17 - OGUs to provide training to operating personnel on starting 

blackstart resource and energizing dead bus; 
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Overview of Draft FAC-008-AB-3  
Facility Ratings Methodology 

 

• Status 
Received input from stakeholders at TWG meetings. 
Completing drafting of standard. 
Planning stakeholder consultation in Q1. 

• Purpose 
The purpose of this reliability standard is to ensure that the facility 
ratings used in the reliable planning and operation of the 
transmission system are determined based on technically sound 
principles. A facility rating is an essential component in the 
determination of system operating limits 
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Overview of Draft FAC-008-AB-3  
Facility Ratings Methodology 

 

• Proposed Applicability 
– Legal owner of a transmission facility (LOTF) 
– Legal owner of a generating unit (LOGU) 
– Legal owner of an aggregated generating facility (LOAGF) 
Proposing to generally apply the standard at the BES level to 
transmission facilities and generating units.  
– Exemption for transformers with secondary terminal operated at 

50 kV or lower, this does not include generating unit step-up 
transformers. 

– ISO can add facilities as required in accordance with proposed 
amending process. 
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Overview of Draft FAC-008-AB-3  
Facility Ratings Methodology 

• Overview of Proposed Requirements: 
R1 – LOGUs & LOAGFs have documentation for 

determining facility ratings of generators and step-up 
transformers in accordance with sub-requirements.  
R2 – LOGUs & LOAGFs have a documented methodology 

for determining facility ratings between either the generating 
unit or step-up transformer as identified in R1 and the 
interface with a transmission facility in accordance with the 
sub-requirements. 
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Overview of Draft FAC-008-AB-3  
Facility Ratings Methodology 

 

R3 – LOTFs have a documented methodology for 
determining the facility ratings of transmission facilities not 
addressed in R1 and R2 in accordance with the sub-
requirements. 
• Including the determination of equipment ratings considering both 

summer and winter season operations. 

R6 - Implement facility ratings consistent with R1, R2 and 
R3. 

 

Reporting of ratings information will be through Section 502.15 of the 
ISO rules. 
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Overview of Draft PRC-005-AB-6   
Protection System, Automatic Reclosing, and 
Sudden Pressure Relaying Maintenance 
• Status 

– Received input from Technical Work Group and comments are 
being taken into consideration 

– Keeping the standard close to the NERC wording 
– Considering use of NERC guidance information 

• Purpose 
The purpose of this reliability standard is to document and 
implement programs for the maintenance of all protection systems, 
automatic reclosing, and sudden pressure relays affecting the 
reliability of the bulk electric system so that they are kept in 
working order. 
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Overview of Draft PRC-005-AB-6   
Protection System, Automatic Reclosing, and 
Sudden Pressure Relaying Maintenance 

 

• Proposed Applicability 
– Legal owner of a transmission facility 
– Legal owner of a generating unit - basically at the BES level, 

refer to standard for details 
– Legal owner of an Aggregated Generating Facility- basically at 

the BES level, refer to standard for details 
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Overview of Draft PRC-005-AB-6   
Protection System, Automatic Reclosing, and 
Sudden Pressure Relaying Maintenance 

– Applies to devices identified including: 
• Protection systems and sudden pressure relays used to detect faults 

on system elements, generating units and aggregated generating 
facilities, step-up transformers, station service and excitation 
transformers 

• UVLS schemes in accordance with ISO’s UVLS requirements 

• UFLS schemes used for the ISO’s UFLS program 

• RAS for reliability of the BES 

• Automatic reclosing 

Refer to standard for details 
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Overview of Draft PRC-005-AB-6   
Protection System, Automatic Reclosing, and 
Sudden Pressure Relaying Maintenance 
• Overview of Proposed Requirements: 
R1 - establish a Protection System Maintenance Program for its 

protection systems, automatic reclosing, and sudden pressure 
relaying in accordance with the sub-requirements. 
R2 - entities using a performance-based maintenance intervals in 

its protection system maintenance plan are to follow the 
procedure established in PRC-005 Appendix 1 
R3 - entities using a time-based maintenance program(s) must 

do so in accordance with the minimum maintenance activities 
and maximum maintenance intervals prescribed within the 
associated tables. 
R4 - entities using a performance-based maintenance program 

must implement and follow its protection system maintenance 
program. 

10
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Overview of Draft PRC-005-AB-6   
Protection System, Automatic Reclosing, and 
Sudden Pressure Relaying Maintenance 

 

R5 - Entities must demonstrate efforts to correct identified 
unresolved maintenance issues. 

• Details of required maintenance intervals and activities are 
identified in the tables accompanying the standard. 

11
0 

For full details please refer to the consultation material    Public 



Overview of Draft CIP-014-AB-2 
Physical Security 

• Status 
– Drafting stage 
– The ISO is considering to either revise or retire related ISO rule 

501.2 with the adoption of CIP-014-AB-2. 

• Purpose 
To identify and protect transmission substations and their 
associated primary control centres, that if rendered inoperable or 
damaged as a result of a physical attack could result in instability, 
uncontrolled separation, or cascading within an Interconnection 
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Overview of Draft CIP-014-AB-2 
Physical Security 

• Proposed Applicability 
– Legal owner of a transmission facility that owns substations that 

meet the weighting criteria with facilities operated above 200 kV 
– Operator of a transmission facility that operate these substations  
– ISO 
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Overview of Draft CIP-014-AB-2 
Physical Security 

• Overview of Proposed Requirements: 
R1 – LOTF to perform risk assessments for the substations 

identified in the applicability section by performing an analysis in 
accordance with the stated criteria and timelines. Identify the 
control centre that controls each of these substations. 
R2 – LOTF to have the ISO verify the risk assessments and 

modify its identification of substations or document the technical 
basis for not modifying the identification. 
R3 – LOTF to notify the operator of a  transmission facility that 

has operational control of the primary control centre identified in 
R1 including when adding or removing applicable substations. 
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Overview of Draft CIP-014-AB-2 
Physical Security 

 
R4 LOTF to conduct an evaluation of the potential threats and 

vulnerabilities of a physical attack to each of the respective 
transmission substation(s) and primary control centre(s). The 
evaluation must consider: 
• Unique characteristics 

• Prior history of attack on similar facilities…; and 

• Intelligence or threat warnings received from sources such as law 
enforcement, ERO, Electricity Information Sharing and Analysis 
Centre, US federal and/or Canadian governmental agencies… 
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Overview of Draft CIP-014-AB-2 
Physical Security 

 
R5 – LOTF to implement a documented physical security plan 

that covers their respective transmission substations and primary 
control centres within specified timelines and include the 
following attributes: 
• Law enforcement contact and coordination information; 

• a timeline for executing the physical security enhancements and 
modifications specified in the physical security plan; and 

• provisions to evaluate evolving physical threats, and their 
corresponding security measures, to the transmission substation(s), 
or primary control centre(s) 
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Overview of Draft CIP-014-AB-2 
Physical Security 

 
R6 – LOTF to have an unaffiliated third party review the 

evaluation performed under requirement R4 and the security 
plan(s) developed under requirement R5 in accordance with 
prescribed selection criteria and timelines. 
• modify its evaluation or security plan(s) consistent with the 

recommendation; or 

• document the reason(s) for not modifying the evaluation or security 
plan(s) consistent with the recommendation. 

• Also includes a requirement for non-disclosure agreements for 
protecting sensitive or confidential information made available to the 
unaffiliated third party . 
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Overview of Draft PRC-025-AB-1 
Generator Relay Loadability 

• Status 
Technical drafting completed. 

• Purpose 
The purpose of this reliability standard is to set load-
responsive protective relays associated with generation 
facilities at a level to prevent unnecessary tripping of a 
generating unit or an aggregated generating facility during a 
disturbance for conditions that do not pose a risk of damage 
to the associated equipment. 
 

11
7 

For full details please refer to the consultation material    Public 



Overview of Draft PRC-025-AB-1 
Generator Relay Loadability 

• Proposed Applicability 
– legal owner of a generating unit (>18 MW, within plants 

>67.5MW, blackstart resources and as the ISO determines 
to be material to this standard) including all electrical 
equipment that connects the stator windings of any 
generating unit to the transmission system. 

– Legal owner of an aggregated generating facility (>67.5 
MW) 

– Legal owner of a transmission facility that is part of BES or 
which the ISO determines to be necessary for reliable 
operation of the IES or CMH electric system. 
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Overview of Draft PRC-025-AB-1 
Generator Relay Loadability 

• Overview of Proposed Requirements 
R1 - Apply settings in accordance with Table1: Relay 
Loadability Evaluation Criteria, on each load-responsive 
protective relay and install such settings in all applicable 
protective relays. 
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Overview of Draft PRC-025-AB-1 
Generator Relay Loadability 

Table 1 – “Relay Loadability Evaluation Criteria” contains:  
– application (synchronous generator, step-up transformers, etc.);  
– relay type (e.g. device 21, 50, 67, etc.);  
– options for the relay loadability evaluation criteria, includes: 

• Bus voltage (per unit value) 
• Pickup setting  
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Development Pending 

Standard Name Approval to Draft 
COM-001-2 Communications November 30, 2016 
COM-002-4 Operating Personnel Communications 

Protocol 
November 30, 2016 

PER-003-1 Operating Personnel Credentials Q1 2017 
PRC-024-22* Generator Frequency and Voltage Protective 

Relay Settings 
To be determined  
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 Please refer to the ARS Work Plan for monthly updates   Public 

* May be reprioritized. 



Technical Session  
PRC-023-AB-2 Transmission Relay Loadability 

• An example document is being prepared by the AESO to 
assist protection engineers that are responsible for complying 
with the technical requirements of PRC-023-AB-2. 
• A technical session is being planned for early 2017.  
• PRC-023-AB-2 applies to: 

• Transmission lines operated at ≥ 200 kV 

• Transformers with low voltage terminals connected at ≥ 200 kV 

• List of circuits the ISO has identified as required in requirement R6.1 
and Appendix 2. The list contains several 138 kV lines and 
transformers. 
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New AESO Website   
Alberta Reliability Standards Section 
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