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March 10, 2015 

To All Market Participants, 

Re:  Compliance Monitoring Program - ISO Rules Section 501.2 – Security of Critical Facilities  

Section 501.2 of the ISO rules, Security of Critical Facilities (Section 501.2) came into effect on 
January 1, 2013. This section of the ISO rules describes obligations for legal owners of 'critical facilities' 
within Alberta's electric industry. These obligations include the requirement for all critical facilities to have 
security measures in accordance with the Alberta Counter-Terrorism Crisis Management Plan (ACTCMP) 
as well as an emergency response plan in accordance with Directive 071 – Emergency Preparedness 
and Response Requirements for the Petroleum Industry (Directive 071), as published by the Alberta 
Energy Regulator, formerly known as the Energy Resources Conservation Board. Critical facilities within 
Alberta's electric industry are named in the critical infrastructure list established under the ACTCMP and 
maintained confidentially by the Justice and Solicitor General branch of the Alberta Government. To 
ensure this confidentiality, each critical facility subject to Section 501.2 will be contacted directly 
by the AESO throughout March 2015. 

Under section 17(l.1) of the Electric Utilities Act, the ISO has a duty to monitor the compliance of market 
participants with the ISO rules. As such, in early 2015 the ISO Rules Compliance team will be 
implementing a new program for monitoring compliance of the legal owners of critical facilities with the 
obligations in Section 501.2. Section 103.12 of the ISO rules, Compliance Monitoring (Section 103.12) 
describes broadly how compliance monitoring is carried out by the AESO in Alberta's electricity industry 
including the required referral of any suspected contraventions of the ISO rules to the Market Surveillance 
Administrator (MSA). 

This new compliance monitoring program (CMP) for Section 501.2 will consist of both annual self-
certifications by the legal owners of critical facilities as well as on-site reviews by the Energy Security Unit 
(ESU) of the Justice and Solicitor General branch. As part of the implementation of this CMP, the AESO 
will raise awareness and understanding of the rule section and the program through letters, publications 
on the AESO website and stakeholder sessions. This letter is the first step in that process. The 
implementation of the program is described in greater detail in the following sections. 

Awareness and Clarification 
By mid-March 2015, market participants will find a collection of documents and templates describing the 
CMP for Section 501.2 in the ISO Rules Compliance section of the AESO website. This documentation 
will include a self-certification template, an ESU review template and descriptions of how compliance 
monitoring will be carried out. 

In addition, the AESO is planning to hold a stakeholder session for representatives of impacted 
organizations to both describe the program in greater detail and to answer any questions. This session is 
scheduled as follows: 
 Calgary – March 27, 2015, 10:00 a.m. – 2:00 p.m. 
  BP Centre – Room 6006, 6th Floor, 240 4th Avenue SW, Calgary 
  

http://www.aeso.ca/loadsettlement/14457.html
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Further details on this stakeholder session will be published to the AESO website. The AESO may 
arrange another session depending on the need for one. 

Self-Certification Process 
The legal owner of each critical facility will be required to complete an annual self-certification for that 
facility according to a published schedule. This self-certification will indicate to the AESO whether or not 
security measures exist at the facility in accordance with the ACTCMP and whether or not an emergency 
response plan exists in accordance with Directive 071. The self-certification template will be available on 
the AESO website. A self-certification which suggests that the obligations of Section 501.2 may not have 
been met will be the basis for further assessment by the AESO (described in detail below). Failure to 
complete self-certification according to the schedule may be considered a suspected contravention of 
Section 103.12 and a basis for referral to the MSA. 

ESU Site Reviews 
On an annual basis, a subset of all critical facilities will be scheduled for an on-site review by ESU. The 
legal owners of critical facilities will be given advance notice if their site has been scheduled for on-site 
review. It is preferred that the ESU personnel be provided with a copy of the critical facility’s security 
measures or threat plan and emergency preparedness plan prior to the scheduled on-site review. This will 
help facilitate ESU’s site visits. Jointly with legal owner representatives, ESU personnel will complete a 
site review report looking for evidence that security measures are documented and could be implemented 
and that the emergency response plan exists and could be implemented. A report summarizing ESU's 
findings will be submitted by ESU to the AESO. A report which suggests that the obligations of Section 
501.2 may not have been met will be the basis for further assessment by the AESO (described in detail 
below). Failure to cooperate or facilitate a site visit by ESU according to the designated schedule may be 
considered a suspected contravention of Section 103.12 and a basis for referral to the MSA. 

Further Assessment 
If, upon review of a self-certification submission or an ESU site visit report, the AESO is unable to assess 
whether or not Section 501.2 has been complied with, the AESO will notify the legal owner of the critical 
facility through an Information Request as described in Section 103.12. The Information Request will 
describe the subsection of the rule that is relevant, the concern raised by the self-certification or ESU site 
visit report, and request information from the legal owner that demonstrates compliance with the 
obligation of the rule. In the case where the information is not provided, or in the AESO's view based on 
the response, Section 501.2 has been contravened; the AESO will refer the case to the MSA for 
enforcement. The legal owner of the critical facility will be notified at this time and any further interactions 
regarding the issue will need to be directed to the MSA. 

Registration of Legal Owners 
Section 501.2 applies to the ISO and a legal owner of a critical facility, being an electric industry facility 
named in the critical infrastructure list established under the ACTCMP. In order for the AESO to fulfill its 
obligations to monitor compliance with Section 501.2 it is essential that the identities of the legal owners 
be available to the AESO. This requirement is not specific to Section 501.2 and extends to each ISO rule 
in which one or more of the entities identified in the Applicability section is a legal owner or operator. The 
terms legal owner and operator are defined in the ISO Consolidated Authoritative Document Glossary.  

The AESO will be establishing a registration process to require market participants to identify to the 
AESO the entities that function as the legal owner or operator for certain specific types of electric system 
facilities in Alberta. This initiative will ensure that AESO Compliance will have the ability to engage the 
appropriate entity when conducting its assessments. This will ease the administrative burden for affected 
market participants who are the subject of such an assessment. 
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Further information on the details of this new process will be available on the AESO website, prior to the 
self-certification process noted above coming into effect. 

Confidentiality 
Both Section 103.1 of the ISO rules, Confidentiality and Section 103.12 speak to the confidentiality with 
which the AESO conducts compliance monitoring. Interactions with legal owners, self-certifications, ESU 
site visit reports, Information Requests, any referrals and any other information provided in the course of 
the compliance assessment will be kept confidential. The AESO has a number of controls in place to 
ensure this confidentiality. Note however that the AESO has a legislated obligation to share these records 
with the MSA if requested.  

As indicated above, the AESO plans to provide further clarity on this new CMP through a stakeholder 
information session and additional documentation on the AESO website. In addition, questions or 
concerns may be directed to me at 403.539.2831, to Jeffrey Norek at 403.539.2844 or by email to 
securityrulecompliance@aeso.ca. 

Yours truly, 

“Original Signed By” 

Kevin Wipond 
Manager, Compliance – ISO Rules 

cc:  Jeffrey Norek - Manager, Corporate Security 

mailto:securityrulecompliance@aeso.ca

