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1 Introduction 
1.1 BACKGROUND 

Under section 17(I.1) of the Electric Utilities Act, the ISO has a duty to monitor compliance of 
market participants with the ISO rules. Section 501.2 of the ISO rules, Security of Critical 
Facilities (“Section 501.2”) describes the obligations of legal owners of ‘Critical Facilities’ 
within Alberta’s electric industry. The AESO’s compliance monitoring program for Section 
501.2 describes the processes and guiding principles by which the AESO will monitor and 
investigate the compliance of legal owners of Critical Facilities subject to Section 501.2. At a 
high level the program consists of a Self-assessment process and an On-site Review 
process of Critical Facilities each year. The document Section 501.2 of the ISO Rules 
Compliance Monitoring Program Guide, which can be found on the AESO’s website 
(www.aeso.ca > Compliance > ISO Rule 501.2 Compliance Monitoring), provides an 
overview of the Self-assessment and On-site Review procedures. 

1.2 PURPOSE OF THIS GUIDE 
The purpose of this guide is to provide additional details on completing and submitting Self-
assessments. 

2 Procedures 
2.1 SELF-ASSESSMENT OVERVIEW  

The Self-assessment is a process for a legal owner of a Critical Facility to annually provide 
information to the AESO about how it has met the requirements of Section 501.2. Legal 
owners are notified of the requirement to submit a Self-assessment for their respective 
Critical Facilities. To facilitate preparation and consistency of the Self-assessments, the 
AESO created the ISO Rule 501.2 Self-assessment Template (the “Template”) available on 
the AESO’s website. 

2.2 GENERAL INSTRUCTIONS 
The Template only needs to be completed and submitted when an Information Request 
(“IR”) for a Self-assessment from the AESO has been received. The IR will indicate the 
name of the critical facility and the corresponding site number for which a Self-assessment 
is required and the deadline for the submission. 

The latest version of the Template should always be used. Click here to download the 
template; or go to the AESO’s website under Compliance > ISO Rules > ISO Rule 501.2 
Compliance Monitoring. 

To maintain confidentiality, indicate the ASSIST Critical Infrastructure List Site Reference 
No. only, rather than the site name or descriptor. This reference no. can be located in the 
related IR. 
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Ensure that all the required information in the Template is completed. The Template consists 
of 3 parts: 

1) ISO Rule Compliance Security Assessment – seeks confirmation that a threat response 
plan has been established and maintained for the critical facility, and that it addresses 
the key components and recommendations of the Alberta Counter-Terrorism Crisis 
Management Plan. 

2) ISO Rule Compliance Corporate Emergency Response Plan Assessment –  seeks 
confirmation that a corporate emergency response plan has been established and 
maintained for the critical facility, and that it addresses those components of Directive 
071 – Emergency Preparedness and Response Requirements for the Petroleum 
Industry that are applicable to the electric industry. 

3) Declaration – seeks confirmation that the completed Template and attached documents, 
if any, are correct and complete. The Declaration must be signed by the appropriate 
officer of the organization. 

In the event the legal owner of the Critical Facility is unable to meet the deadline specified in 
the IR, a request for extension of the due date can be made. The request should be made, 
in writing, within five (5) business days from the date of the AESO letter and should include 
the new proposed due date for submission and the reason for the request. The AESO will 
work with the legal owner to ensure a reasonable period of time is provided to respond to 
each request. In reviewing such requests, the AESO must also ensure legal owners of 
Critical Facilities are treated fairly and in a consistent manner. 

2.3 SUBMISSION OF THE SELF-ASSESSMENT 
The Self-assessment must be submitted to the AESO by the date specified in the IR, as 
discussed in the preceding section. 

The Self-assessment can be submitted in one of the following forms: 

a) Physical submission of hardcopies or electronic storage devices, using mailing services, 
Canada Post, FedEx, UPS, DHL, etc. Physical data submissions which are submitted 
through federal or commercial mailing service must be postmarked on or before the due 
date specified. The AESO will confirm to the legal owner the receipt of the physical data. 

b) Physical submission of hardcopies or electronic storage devices, through personal 
delivery. Physical data submissions by personal delivery to the AESO office must be 
received at the AESO office by the close of business on the due date specified in the IR. 
The AESO’s office hours are 8:00 a.m. – 5:00 p.m. MT. The AESO will confirm to the 
legal owner the receipt of the physical data. 

c) Other secure means such as encrypted electronic submission, through use of the legal 
owner’s Cloud storage or Webmail service; discussed and agreed with the AESO. Data 
submitted electronically must be transmitted on or before 11:59 p.m. MT on the due date 
specified. The receipt of the submission will be confirmed by the AESO. 
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In electronic submissions, the completed Self-assessment must be submitted to the AESO 
in both, Portable Document Format (PDF) and original electronic MS Word format. Submittal 
of electronic documentation must be password encrypted during transit and sent to: 
securityrulecompliance@aeso.ca.  

In physical submissions a) and b) above, the submission should be clearly marked with “ISO 
Rule 501.2 – Confidential”. This includes marking of envelopes, packages, cover letters, and 
at a minimum the first page of every document. This marking will prompt the AESO to carry 
out physical information security controls to ensure the confidentiality and secure treatment 
of information related to Section 501.2. 

For physical submissions, send the Self-assessment to: 

Carlo Gaerlan and Kevin Wipond 
Regulatory, Compliance 
Alberta Electric System Operator (AESO) 
2500, 330 - 5th Avenue SW 
Calgary, AB T2P 0L4 

If you have any questions about this guide or about the Template, email the AESO at 
securityrulecompliance@aeso.ca.  

3 Revision History 
Revisions to this document may be made from time to time by the AESO. Market participants will 
be notified of the revisions through the AESO Stakeholder Newsletter. 

Revision Date Comments 
1.0 July 28, 2015 Initial version of the document. 

 
1.1 September 25, 2015 Updated 2.3c) to clarify instructions for submissions. 
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