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Cyber Security – Security Management Controls
CIP-003-AB-8
Standard Effective Date: October 1, 2024
Audit Summary 
	Entity
	Entity name; or the ISO.

	Functional Entity Type(s)
	Functional entity types applicable to the Entity during the audit period; or the ISO.

	Audit ID
	

	Audit Period 
(Audit start date or standard effective date, 
whichever comes later)
(Audit end date or standard withdrawal/supersede 
date, whichever comes first)


	From: Click or tap to enter a date.
To: Click or tap to enter a date.


	Audit Assessment Start Date
(Scheduled or Spot Check)
	Click or tap to enter a date.
	Compliance Monitoring Entity
	Alberta Electric System Operator (AESO) for Alberta Entities or WECC on behalf of the Market Surveillance Administrator (MSA) for the ISO.

	Date of Audit Completion
	Click or tap to enter a date.



The Reliability Standard Audit Worksheet (RSAW) is not an authoritative document. It adds transparency and encourages consistency in the Alberta Reliability Standard monitoring processes. RSAWs provide information related to the compliance assessment approach for each Alberta Reliability Standard. The Compliance Monitoring Entity may apply additional monitoring and assessment methods not documented in the RSAW and reserves the right to request additional evidence not listed in the RSAW. The Entity completes the applicable fields and submits the RSAW to the Compliance Monitoring Entity as requested during a compliance monitoring activity. The Compliance Monitoring Entity completes the document and its compliance assessment in the auditor notes section and retains it as an audit working paper to support the audit conclusions. 


Applicability of Requirements1
	
	Req.
Removed
	ISO
	LO AGF
	OP AGF
	LO GU
	OP GU
	LO TF
	OP TF
	LO DS
	OP DS
	MP DTS

	R1
	
	X
	X2
	X3
	X4
	X5
	X
	X
	X6
	
	

	R2
	
	X
	X2
	X3
	X4
	X5
	X
	X
	X6
	
	

	R3
	
	X
	X2
	X3
	X4
	X5
	X
	X
	X6
	
	

	R4
	
	X
	X2
	X3
	X4
	X5
	X
	X
	X6
	
	


[bookmark: _Ref93915902]LO AGF - Legal owner of an aggregated generating facility
OP AGF - Operator of an aggregated generating facility
LO GU - Legal owner of a generating unit
OP GU - Operator of a generating unit
LO TF - Legal owner of a transmission facility
OP TF - Operator of a transmission facility
LO DS - Legal owner of an electric distribution system
OP DS - Operator of an electric distribution system
MP DTS - Market participant receiving service under Rate DTS of the ISO tariff
	Applicability of Requirements Qualifiers, if applicable:

1 For the purpose of the requirements contained herein, the list of functional entities marked in the table above will be collectively referred to as “Responsible Entities.” For requirements in this reliability standard where a specific functional entity or subset of functional entities are the applicable entity or entities, the functional entity or entities are specified explicitly.

Additionally, for the purpose of the requirements contained herein, the following facilities, systems, and equipment owned by each Responsible Entity marked in the table above are those to which these requirements are applicable. For requirements in this reliability standard where a specific type of facilities, system, or equipment or subset of facilities, systems, and equipment are applicable, these are specified explicitly. 

(a) Legal owner of an electric distribution system and legal owner of a transmission facility: One or more of the following facilities, systems and equipment that operate at, or control elements that operate at, a nominal voltage of 25 kV or less and are owned by a legal owner of an electric distribution system or a legal owner of a transmission facility for the protection or restoration of the bulk electric system: 
a. Each underfrequency load shedding or under voltage load shed system that: 
i. is part of a load shedding program that is subject to one or more requirements in a reliability standard; and 
ii. performs automatic load shedding under a common control system owned by the Responsible Entity, without human operator initiation, of 300 MW or more. 
b. Each remedial action scheme where the remedial action scheme is subject to one or more requirements in a reliability standard. 
c. Each protection system (excluding underfrequency load shedding and under voltage load shed) that applies to any transmission facility or electric distribution system where the protection system is subject to one or more requirements in a reliability standard. 
d. Each cranking path and group of elements meeting the initial switching requirements from a blackstart resource up to and including the first point of connection of the starting station service of the next generating unit(s) or aggregated generating facility(ies) to be started. 
(b) Responsible Entities marked in the table above other than a legal owner of an electric distribution system: all bulk electric system facilities. 
(c) Exemptions: The following are exempt from CIP-003-AB-8: 
a. Cyber assets at facilities regulated by the Canadian Nuclear Safety Commission. 
b. Cyber assets associated with communication networks and data communication links between discrete electronic security perimeters. 
c. [Intentionally left blank.]. 
d. For the legal owner of an electric distribution system, the systems and equipment that are not included in subsection (a) above.

2 The legal owner of an aggregated generating facility that is part of the bulk electric system.

3 The operator of an aggregated generating facility that is part of the bulk electric system. 

4 The legal owner of a generating unit that is part of the bulk electric system. 

5 The operator of a generating unit that is part of the bulk electric system. 

6 A legal owner of an electric distribution system that owns one or more of the following facilities, systems, and equipment for the protection or restoration of the bulk electric system: 

(a) Each underfrequency load shedding or under voltage load shed system that: 
a. is part of a load shedding program that is subject to one or more requirements in a reliability standard; and 
b. performs automatic load shedding under a common control system owned by the Responsible Entity, without human operator initiation, of 300 MW or more; 
(b) Each remedial action scheme where the remedial action scheme is subject to one or more requirements in a reliability standard; 
(c) Each protection system (excluding underfrequency load shedding and under voltage load shed) that applies to an electric distribution system where the protection system is subject to one or more requirements in a reliability standard; and 
(d) Each cranking path and group of elements meeting the initial switching requirements from a blackstart resource up to and including the first point of connection of the starting station service of the next generating unit(s) or aggregated generating facility(ies) to be started.
































Findings
(This section to be completed by the Compliance Monitoring Entity)
	Req.
	Finding
	Summary and Documentation
	Functions Monitored

	R1
	
	
	

	R2
	
	
	

	R3
	
	
	

	R4
	
	
	



	Req.
	Areas of Concern

	
	

	
	

	
	



	Req.
	Recommendations

	
	

	
	

	
	



	Req.
	(Positive) Observations

	
	

	
	

	
	




Subject Matter Experts
Identify the Subject Matter Expert(s) responsible for this Reliability Standard.

Entity Response (Required; Insert additional rows if needed):
	SME Name
	Title
	Organization
	Requirement(s)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





R1 Supporting Evidence and Documentation
R1.	Each Responsible Entity shall review and obtain CIP senior manager approval at least once every 15 months for one or more documented cyber security policies that collectively address the following topics: [Alberta Risk Rating: Medium] [Time Horizon: Operations Planning] 
	1.1. For its high impact and medium impact BES cyber systems, if any: 
			1.1.1. Personnel and training (CIP-004); 
			1.1.2. Electronic security perimeters (CIP-005) including interactive remote access; 
			1.1.3. Physical security of BES cyber systems (CIP-006); 
			1.1.4. System security management (CIP-007); 
			1.1.5. Incident reporting and response planning (CIP-008); 
			1.1.6. Recovery plans for BES cyber systems (CIP-009); 
			1.1.7. Configuration change management and vulnerability assessments (CIP-010); 
			1.1.8. Information protection (CIP-011); and 
			1.1.9. Declaring and responding to CIP exceptional circumstances. 
	1.2. For its assets identified in CIP-002 containing low impact BES cyber systems, if any: 
			1.2.1. Cyber security awareness; 
			1.2.2. Physical security controls; 
			1.2.3. Electronic access controls; 
			1.2.4. Cyber security incident response; 
			1.2.5. Transient cyber assets and removable media malicious code risk mitigation; and 
			1.2.6. Declaring and responding to CIP exceptional circumstances.
M1.	Examples of evidence may include, but are not limited to, policy documents; revision history, records of review, or workflow evidence from a document management system that indicate review of each cyber security policy at least once every 15 months; and documented approval by the CIP senior manager for each cyber security policy.
	
Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to CIP-003-AB-8, R1
(This section to be completed by the Compliance Monitoring Entity):
	
	(R1.1) For its high impact and medium impact BES cyber systems, if any, verify the Responsible Entity has one or more documented cyber security policies that collectively address the following topics: 

1.1.1. Personnel and training (CIP-004); 
1.1.2. Electronic security perimeters (CIP-005) including interactive remote access; 
1.1.3. Physical security of BES cyber systems (CIP-006); 
1.1.4. System security management (CIP-007); 
1.1.5. Incident reporting and response planning (CIP-008); 
1.1.6. Recovery plans for BES cyber systems (CIP-009); 
1.1.7. Configuration change management and vulnerability assessments (CIP-010); 
1.1.8. Information protection (CIP-011); and 
1.1.9. Declaring and responding to CIP exceptional circumstances.

	
	(R1.2) For its assets identified in CIP-002 containing low impact BES cyber systems, if any, verify the Responsible Entity has one or more documented cyber security policies that collectively address the following topics: 

1.2.1. Cyber security awareness; 
1.2.2. Physical security controls; 
1.2.3. Electronic access controls; 
1.2.4. Cyber security incident response; 
1.2.5. Transient cyber assets and removable media malicious code risk mitigation; and 
1.2.6. Declaring and responding to CIP exceptional circumstances.

	
	(R1) Verify each policy used to meet this requirement has been reviewed at least once every 15 months.

	
	(R1) Verify the CIP senior manager has approved each policy used to meet this requirement at least once every 15 months.

	
	(R1) Verify the Responsible Entity has achieved the security objective of instituting cyber security policies that collectively address each topic identified in 1.2.1 - 1.2.6.

	Note to Auditor: Per Attachment 1, “Responsible Entities with multiple-impact BES cyber systems ratings can utilize policies, procedures, and processes for their high or medium impact BES cyber systems to fulfill the sections for the development of low impact cyber security plan(s). Each Responsible Entity can develop a cyber security plan(s) either by individual asset or groups of assets.”




Auditor Notes:
	








R2 Supporting Evidence and Documentation
R2.	Each Responsible Entity with at least one asset identified in CIP-002 containing low impact BES cyber systems shall implement one or more documented cyber security plan(s) for its low impact BES cyber systems that include the sections in Attachment 1. [Alberta Risk Rating: Lower] [Time Horizon: Operations Planning] 
	Note: An inventory, list, or discrete identification of low impact BES cyber systems or their BES cyber assets is not required. Lists of authorized users are not required.
M2.	Evidence shall include each of the documented cyber security plan(s) that collectively include each of the sections in Attachment 1 and additional evidence to demonstrate implementation of the cyber security plan(s). Additional examples of evidence per section are located in Attachment 2.
		
Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to CIP-003-AB-8, R2
(This section to be completed by the Compliance Monitoring Entity):
	
	(Attachment 1, Section 1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has documented a plan to reinforce cyber security practices (which may include associated physical security practices) at least once every 15 months.

	
	(Attachment 1, Section 1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has implemented its plan to reinforce cyber security practices (which may include associated physical security practices) at least once every 15 months.

	
	(Attachment 1, Section 1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has achieved the security objective of ensuring personnel with access to low impact BES cyber systems remain aware of cyber security practices.

	
	(Attachment 1, Section 2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has documented a plan to control physical access, based on need as determined by the Responsible Entity, to:
1. The asset or the locations of the low impact BES cyber systems within the asset; and
2. The cyber asset(s), as specified by the Responsible Entity, that provide electronic access control(s) implemented for Section 3.1, if any.

	
	(Attachment 1, Section 2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has implemented its plan to control physical access.

	
	(Attachment 1, Section 2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has achieved the security objective of controlling physical access to:
1. The asset or the locations of the low impact BES cyber systems within the asset; and
2. The cyber asset(s), as specified by the Responsible Entity, that provide electronic access control(s) implemented for Section 3.1, if any.

	
	(Attachment 1, Section 3.1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has documented a plan to permit only necessary inbound and outbound electronic access as determined by the Responsible Entity for any communications that are:
1. between a low impact BES cyber system(s) and a cyber asset(s) outside the asset containing low impact BES cyber system(s); 
2. using a routable protocol when entering or leaving the asset containing the low impact BES cyber system(s); and
3. not used for time-sensitive protection or control functions between intelligent electronic devices (e.g., communications using protocol IEC TR-61850-90-5 R-GOOSE).

	
	(Attachment 1, Section 3.1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has implemented its plan to control electronic access.

	
	(Attachment 1, Section 3.1) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has achieved the security objective of permitting only necessary inbound and outbound access to its low impact BES cyber systems.

	
	(Attachment 1, Section 3.2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has documented a plan to authenticate all dial-up connectivity, if any, that provides access to low impact BES cyber system(s), per cyber asset capability.

	
	(Attachment 1, Section 3.2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has implemented the plan to authenticate dial-up connectivity.

	
	(Attachment 1, Section 3.2) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has achieved the security objective of authenticating all dial-up connectivity, per cyber asset capability, where such connectivity permits access to its low impact BES cyber systems.

	
	(Attachment 1, Section 4) For each asset containing a low impact BES cyber system, verify that the Responsible Entity has documented one or more cyber security incident response plan(s) that include:
1. Identification, classification, and response to cyber security incidents; 
2. Determination of whether an identified cyber security incident is a reportable cyber security incident and subsequent notification to the Electricity Information Sharing and Analysis Center (E-ISAC), unless prohibited by law;
3. Identification of the roles and responsibilities for cyber security incident response by groups or individuals;
4. Incident handling for cyber security incidents;
5. Testing the cyber security incident response plan(s) at least once every 36 months by: (1) responding to an actual reportable cyber security incident; (2) using a drill or tabletop exercise of a reportable cyber security incident; or (3) using an operational exercise of a reportable cyber security incident; and
6. Updating the cyber security incident response plan(s), if needed, within 180 days after completion of a cyber security incident response plan(s) test or actual reportable cyber security incident.

	
	(Attachment 1, Section 4) For each asset containing a low impact BES cyber system, if the Responsible Entity responded to a cyber security incident, verify the Responsible Entity implemented the cyber security incident response plan.

	
	(Attachment 1, Section 4.5) Verify the Responsible Entity tested each cyber security incident response plan at least once every 36 months by: (1) responding to an actual reportable cyber security incident; (2) using a drill or tabletop exercise of a reportable cyber security incident; or (3) using an operational exercise of a reportable cyber security incident.

	
	(Attachment 1, Section 4.6) Verify the Responsible Entity updated each cyber security incident response plan, if needed, within 180 days after completion of a cyber security incident response plan(s) test or actual reportable cyber security incident.

	
	(Attachment 1, Section 4) Verify the Responsible Entity is prepared to achieve the security objective of minimizing the adverse impact to the bulk electric system of a possible cyber security incident affecting low impact BES cyber systems.

	
	(Attachment 1, Sections 5.1, 5.2, 5.2.1) Verify the Responsible Entity has documented one or more plans to mitigate the risk of the introduction of malicious code to low impact BES cyber systems through the use of transient cyber assets.

	
	(Attachment 1, Sections 5.1, 5.2, 5.2.1) Verify the Responsible Entity has implemented its plans to mitigate the risk of the introduction of malicious code to low impact BES cyber systems through the use of transient cyber assets.

	
	(Attachment 1, Sections 5.1, 5.2, 5.2.1) Verify the Responsible Entity has achieved the security objective of mitigating the risk of the introduction of malicious code to low impact BES cyber systems through the use of transient cyber assets.

	
	(Attachment 1, Section 5.2.2) For any method used pursuant to 5.2.1, verify the Responsible Entity has determined whether any additional mitigation actions are necessary and has implemented such actions prior to connecting the transient cyber asset.

	
	(Attachment 1, Section 5.3.1) Verify the Responsible Entity has documented one or more plans to detect malicious code on removable media using a cyber asset other than a BES cyber system.

	
	(Attachment 1, Section 5.3.2) Verify the Responsible Entity has documented one or more plans to mitigate the threat of detected malicious code on the removable media prior to connecting removable media to a low impact BES cyber system.

	
	(Attachment 1, Section 5.3) Verify the Responsible Entity has implemented its plans to mitigate the risk of the introduction of malicious code to low impact BES cyber systems through the use of
removable media.

	
	(Attachment 1, Section 5.3) Verify the Responsible Entity has achieved the security objective of mitigating the risk of the introduction of malicious code to low impact BES cyber systems through the use of
removable media.

	Note to Auditor: Attachment 1, Section 3
1. For each asset identified as containing a low impact BES Cyber System(s) per CIP-002, the list of assets should identify those assets that have routable protocol communications between low impact BES Cyber System(s) and Cyber Asset(s) outside the asset containing the low impact BES Cyber System(s) when entering or leaving the asset and not used for time-sensitive protection or time-sensitive control functions.
a. For these identified assets, obtain as evidence the devices used to control electronic access and the low impact BES Cyber Systems for which they control access.
2. For each asset identified as containing a low impact BES Cyber System(s) per CIP-002, the Responsible Entity has an obligation to determine the necessary inbound and outbound routable protocol communications between low impact BES Cyber System(s) and Cyber Asset(s) outside the asset containing the low impact BES Cyber System(s) when entering or leaving the asset and not used for time-sensitive protection or time-sensitive control functions. The Responsible Entity must be able to provide a technically sound explanation as to how its electronic access permissions and controls are consistent with the security objective of permitting only necessary inbound and outbound access to low impact BES Cyber Systems.
3. The audit team should assess the effectiveness of the Responsible Entity’s electronic access control plan as well as the Responsible Entity’s adherence to its electronic access control plan.
4. For the inbound and outbound communications that the Responsible Entity has determined to be necessary, the Responsible Entity must identify the electronic access controls used to effectively control access to and from the low impact BES Cyber System(s).
5. The ten reference models included in the Guidelines and Technical Basis section of the Standard provide examples that Responsible Entities may reference for their electronic access controls. Reference models 9 and 10 outline approaches for segmenting network traffic such that there is no routable protocol communications to the low impact BES Cyber System(s).
a. Model 9 uses layer-2 network segmentation (VLANs) to control access. The configuration of the devices used to accomplish this must be documented by the Responsible Entity and assessed for its effectiveness in meeting the standard’s objective of controlling access to the low impact BES Cyber System(s).
b. In Model 10, a single device receives both serial traffic destined for low impact BES Cyber System(s) and routable traffic destined for non-BES Cyber Asset(s). The device, as depicted in the model, logically isolates the serial traffic from the routable traffic. The configurations for the device must be documented by the Responsible Entity and assessed to determine whether or not the electronic access controls effectively meet the objective of controlling access to the low impact BES Cyber System(s).
Attachment 1, Section 5
1. The means of verifying the mitigation of the introduction of malicious code to a low impact BES Cyber System differs depending on whether a Transient Cyber Asset is managed by the Responsible Entity in an ongoing or an on-demand manner. The verification for a Transient Cyber Asset managed in an ongoing manner focuses on the process of preventing malware from being introduced to the Transient Cyber Asset. The verification for a Transient Cyber Asset managed in an on-demand manner focuses on the process used to ensure the Transient Cyber Asset may be safely used in a low impact BES Cyber System environment prior to such use. If the Transient Cyber Asset is managed in both an ongoing and an on-demand manner, then both verification techniques should be employed.




Auditor Notes:
	









R3 Supporting Evidence and Documentation
R3.	Each Responsible Entity shall identify a CIP senior manager by name and document any change within 30 days of the change. [Alberta Risk Rating: Medium] [Time Horizon: Operations Planning]
M3.	An example of evidence may include, but is not limited to, a dated and approved document from a high level official designating the name of the individual identified as the CIP senior manager.
		
Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to CIP-003-AB-8, R3
(This section to be completed by the Compliance Monitoring Entity):
	
	(R3) Verify the Responsible Entity identified a CIP senior manager by name.

	
	(R3) Verify that any changes made to the CIP senior manager were dated and documented within 30 days of the change.

	
	(R3) Verify the CIP senior manager is a single senior management official with overall authority and responsibility for leading and managing implementation of and continuing adherence to the requirements within the CIP reliability standards.

	Note to Auditor: 




Auditor Notes:
	





R4 Supporting Evidence and Documentation
R4.	The Responsible Entity shall implement a documented process to delegate authority, unless no delegations are used. Where allowed by the CIP reliability standards, the CIP senior manager may delegate authority for specific actions to a delegate or delegates. These delegations shall be documented, including the name or title of the delegate, the specific actions delegated, and the date of the delegation; approved by the CIP senior manager; and updated within 30 days of any change to the delegation. Delegation changes do not need to be reinstated with a change to the delegator. [Alberta Risk Rating: Lower] [Time Horizon: Operations Planning]
M4.	An example of evidence may include, but is not limited to, a dated document, approved by the CIP senior manager, listing individuals (by name or title) who are delegated the authority to approve or authorize specifically identified items.

Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to CIP-003-AB-8, R4
(This section to be completed by the Compliance Monitoring Entity):
	
	(R4) Verify that the Responsible Entity has documented a process to delegate authority, unless no delegations are used.

	
	(R4) Verify that all delegates have been identified by name or title.

	
	(R4) Verify that the delegation of authority includes the specific action delegated.

	
	(R4) Verify specific actions delegated by the CIP senior manager are allowed by the CIP reliability standards.

	
	(R4) Verify that the dates for all delegations have been recorded.

	
	(R4) Verify that the CIP senior manager approved all delegations.

	
	(R4) Verify that any changes made to delegations were dated and documented within 30 days of the change.

	Note to Auditor: Delegations of the CIP senior manager’s authority are permitted for the required approvals in CIP-002-AB-5.1 requirement R2 part 2.2, CIP-007-AB-5 requirement R2 part 2.4, and CIP-013-AB-2 requirement R3.




Auditor Notes:
	









Additional Information
Bolded terms in the Alberta Reliability Standard RSAW refer to terms in the Consolidated Authoritative Document Glossary.


Revision History for RSAW
	Version
	Issue Date
	Description

	1.0
	2026-04-01
	Initial version
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