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Protection System and Remedial Action Scheme Misoperation
PRC-004-WECC-AB1-1
Standard Effective Date: August 30, 2016
Audit Summary 
	Entity
	Entity name; or the ISO.

	Functional Entity Type(s)
	Functional entity types applicable to the Entity during the audit period; or the ISO.

	Audit ID
	

	Audit Period 
(Audit start date or standard effective date, 
whichever comes later)
(Audit end date or standard withdrawal/supersede 
date, whichever comes first)


	From: Click or tap to enter a date.
To: Click or tap to enter a date.


	Audit Assessment Start Date
(Scheduled or Spot Check)
	Click or tap to enter a date.
	Compliance Monitoring Entity
	Alberta Electric System Operator (AESO) for Alberta Entities or WECC on behalf of the Market Surveillance Administrator (MSA) for the ISO.

	Date of Audit Completion
	Click or tap to enter a date.



The Reliability Standard Audit Worksheet (RSAW) is not an authoritative document. It adds transparency and encourages consistency in the Alberta Reliability Standard monitoring processes. RSAWs provide information related to the compliance assessment approach for each Alberta Reliability Standard. The Compliance Monitoring Entity may apply additional monitoring and assessment methods not documented in the RSAW and reserves the right to request additional evidence not listed in the RSAW. The Entity completes the applicable fields and submits the RSAW to the Compliance Monitoring Entity as requested during a compliance monitoring activity. The Compliance Monitoring Entity completes the document and its compliance assessment in the auditor notes section and retains it as an audit working paper to support the audit conclusions. 


Applicability of Requirements
	
	Req.
Removed
	ISO
	LO AGF
	OP AGF
	LO GU
	OP GU
	LO TF
	OP TF
	LO DS
	OP DS
	MP DTS

	R1
	
	
	X1
	X2
	X3
	X4
	X5
	X6
	
	
	

	R2
	
	
	X1
	
	X3
	
	X5
	
	
	
	

	R3
	
	
	X1
	
	X3
	
	X5
	
	
	
	

	R4
	
	X
	
	
	
	
	
	
	
	
	


[bookmark: _Ref93915902]LO AGF - Legal owner of an aggregated generating facility
OP AGF - Operator of an aggregated generating facility
LO GU - Legal owner of a generating unit
OP GU - Operator of a generating unit
LO TF - Legal owner of a transmission facility
OP TF - Operator of a transmission facility
LO DS - Legal owner of an electric distribution system
OP DS - Operator of an electric distribution system
MP DTS - Market participant receiving service under Rate DTS of the ISO tariff
	Applicability of Requirements Qualifiers, if applicable:

1 The legal owner of an aggregated generating facility that owns components of RASs listed in the table titled “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.

2 The operator of an aggregated generating facility that operates RASs listed in the table titled “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.

3 The legal owner of a generating unit that owns components of RASs listed in the table titled “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.

4 The operator of a generating unit that operates RASs listed in the table titled “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.

5 The legal owner of a transmission facility that is the legal owner of a WECC major transmission path facility or RAS listed in the tables titled “Major WECC Transfer Paths in the Bulk Electric System” and “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.

6 The operator of a transmission facility that operates a WECC major transmission path facility or RAS listed in the tables titled “Major WECC Transfer Paths in the Bulk Electric System” and “Major WECC Remedial Action Schemes (RAS)” as provided by the WECC.















Findings
(This section to be completed by the Compliance Monitoring Entity)
	Req.
	Finding
	Summary and Documentation
	Functions Monitored

	R1
	
	
	

	R2
	
	
	

	R3
	
	
	

	R4
	
	
	



	Req.
	Areas of Concern

	
	

	
	

	
	



	Req.
	Recommendations

	
	

	
	

	
	



	Req.
	(Positive) Observations

	
	

	
	

	
	




Subject Matter Experts
Identify the Subject Matter Expert(s) responsible for this Reliability Standard.

Entity Response (Required; Insert additional rows if needed):
	SME Name
	Title
	Organization
	Requirement(s)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





R1 Supporting Evidence and Documentation
R1.	Each legal owner of a transmission facility, legal owner of a generating unit, legal owner of an aggregated generating facility, operator of a transmission facility, operator of a generating unit and operator of an aggregated generating facility must ensure that its system operators and protection personnel analyze all protection system and RAS operations as follows: 
	R1.1 Each operator of a transmission facility, operator of a generating unit and operator of an aggregated generating facility must review all tripping of transmission system elements and RAS operations to identify apparent misoperations within 24 hours. 
	R1.2 Protection personnel of the legal owner of a transmission facility, the legal owner of a generating unit and the legal owner of an aggregated generating facility must analyze all operations of protection systems and RAS within 20 business days of the operation of either such system or RAS to determine whether a misoperation has occurred.
M1.	Measures for this requirement are identified in the subsections below. 
	
	M1.1 Documentation exists that confirms a review was completed within the timelines as specified in requirement R1.1. 

	M1.2 Documentation exists that confirms an analysis was completed and in the timelines as specified in requirement R1.2.

Evidence Requested (Required):
	Provide the following evidence, or other evidence to demonstrate compliance.

	A list of all applicable transmission system elements and RAS that existed during the audit period.

	A list of all tripping of transmission system elements and RAS operations that happened during the audit period.




Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to PRC-004-WECC-AB1-1, R1
(This section to be completed by the Compliance Monitoring Entity):
	
	(R1.1) Select at least one sample from the list of tripping events provided and request evidence to demonstrate the review for identification of apparent misoperations was completed.

	
	(R1.1) Verify the review was completed within the required timelines.

	
	(R1.2) For the sample(s) selected in the requirement R1.1 assessment above, request evidence to demonstrate the analysis of all operations of protection systems and RAS to determine whether a misoperation has occurred.

	
	(R1.2) Review the evidence to verify the analysis occurred within the required timelines.

	Note to Auditor: 




Auditor Notes:
	








R2 Supporting Evidence and Documentation
R2.	Each legal owner of a transmission facility, legal owner of a generating unit and legal owner of an aggregated generating facility must perform the actions listed in requirements R2.1 to R2.4 inclusive for each misoperation of the protection system or RAS, subject to the following: 
	Requirements R2.1 to R2.4 inclusive do not apply to protection system and/or RAS operations that appear to have operated correctly at the time of occurrence. If the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility later finds through system protection personnel analysis that the protection system or RAS misoperated, the requirements of R2.1 to R2.4 inclusive become applicable at the time the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility identifies the misoperation. 
	Table 1 is provided as a simplified summary of the requirements in R2.1 to R2.4 inclusive. 
	R2.1 If the protection system or RAS has a security-based misoperation and two or more FEPS or FERAS remain in service to ensure BES reliability, the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility must remove from service the protection system or RAS that misoperated, within 22 hours following the identification of the misoperation. 
	Repair or replacement of the failed protection system or RAS is at the discretion of the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility. 
	R2.2 If the protection system or RAS has a security-based misoperation and only one FEPS or FERAS remains in service to ensure BES reliability, the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility responsible for the protection system or RAS, as the case may be, must perform the following: 
		R2.2.1 Remove from service, within 22 hours for repair or modification, the protection system or RAS that misoperated. 
		R2.2.2 Repair or replace any protection system or RAS that misoperated with a FEPS or FERAS within 20 business days of the date of removal. 
		R2.2.3 Remove the system element from service or disable the RAS if repair or replacement is not completed within 20 business days. 
	R2.3 If the protection system or RAS has a security-based or dependability-based misoperation and a FEPS or FERAS is not in service to ensure BES reliability, the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility responsible for the protection system or RAS, as the case may be, must repair and place back in service within 22 hours the protection system or RAS that misoperated. 
	If this cannot be done, the responsible legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility must perform the following: 
		R2.3.1 When a FEPS is not available, remove the associated system element from service. 
			R2.3.2 When FERAS is not available, meet one of the following requirements: 
	R2.3.2.1 If the responsible entity is a legal owner of a generating unit or legal owner of an aggregated generating facility, it must advise the ISO, and the operator of a generating unit or operator of an aggregated generating facility must adjust generation to a reliable operating level as directed by the ISO. 
	R2.3.2.2 If the responsible entity is a legal owner of a transmission facility, it must advise the ISO, and the operator of a transmission facility must operate the facilities within the adjusted SOL as determined and directed by the ISO. 
	R2.4 If the protection system or RAS has a dependability-based misoperation, but has one or more FEPS or FERAS that operated correctly, the associated system element or transmission path may remain in service without removing from service the protection system or RAS that failed, provided one of the following is performed.
R2.4.1 The legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility must repair or replace any protection system or RAS that misoperated with FEPS and FERAS within 20 business days of the date of the misoperation identification, or 
R2.4.2 The legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility must remove from service the associated system element or RAS.
M2.	Measures for this requirement are identified in the subsections below. 

	M2.1 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.1. 

	M2.2 Measures for this requirement are identified in the subsections below. 
	
		M2.2.1 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.2.1. 

		M2.2.2 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.2.2.

		M2.2.3 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.2.3. 

M2.3 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.3. 

		M2.3.1 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.3.1. 

		M2.3.2 Measures for this requirement are identified in the subsections below. 

	M2.3.2.1 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.3.2.1. 

	M2.3.2.2 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.3.2.2. 

M2.4 Measures for this requirement are identified in the subsections below.

M2.4.1 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.4.1. 

M2.4.2 Evidence exists and shows that required actions were taken in the timelines as specified in requirement R2.4.2.

Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to PRC-004-WECC-AB1-1, R2
(This section to be completed by the Compliance Monitoring Entity):
	
	(R2.1) Refer to the list of all applicable transmission system elements and RAS that existed during the audit period as requested for requirement R1.1.

	
	(R2.1) Using the list provided, identify which protection systems or RAS have two or more FEPS or FERAS in service.

	
	(R2.1) Request the entity to identify on the list whether a misoperation occurred and the type of each misoperation. 

	
	(R2.1) Request the entity specify the number of FEPS and FERAS that remained in service for each misoperation. 

	
	(R2.1) Select at least one sample of misoperation (security-based misoperations + two or more FEPS or FERAS remained in service), if any.  

	
	(R2.1) Request the entity provide evidence to demonstrate two or more FEPS or FERAS remained in service.

	
	(R2.1) Request the entity provide evidence to demonstrate the misoperated protection system or RAS has been removed within 22 hours following the identification of the misoperation. 

	
	(R2.1) Review the evidence provided to verify the required actions taken by the entity met requirement R2.1.

	
	(R2.2.1) Select at least one sample of misoperation (security-based misoperations + only one FEPS or FERAS remained in service) based on the evidence collected for requirement R2.1.

	
	(R2.2.1) Request the entity provide evidence to demonstrate one FEPS or FERAS still remained in service.

	
	(R2.2.1) Request the entity provide evidence to demonstrate the misoperated protection system or RAS has been removed within 22 hours following the identification of the misoperation.

	
	(R2.2.1) Review the evidence to verify the required actions met requirement R2.2.1.

	
	(R2.2.2) Request the entity provide evidence to demonstrate the misoperated protection system or RAS has been repaired or replaced within 20 business days of the date of removal.

	
	(R2.2.2) Review the evidence to verify the required actions met requirement R2.2.2.

	
	(R2.2.3) Where the major replacement was not completed within 20 business days, request the entity provide evidence to demonstrate that the element was removed or the RAS was disabled.

	
	(R2.2.3) Review the evidence to verify the required actions met requirement R2.2.3.

	
	(R2.3) Select at least one sample of misoperation (security-based misoperation or dependability misoperation + no FEPS or FERAS in service) based on the evidence collected for requirement R2.1.

	
	(R2.3) Request the entity provide evidence to demonstrate that the misoperated protection system or RAS has been repaired and placed back and in service within 22 hours.

	
	(R2.3) Review the evidence to verify the required action met requirement R2.3.

	
	(R2.3.1) Continued from R2.3 – Where a FEPS is not available, request the entity provide evidence to demonstrate that the associated system element has been removed from service.

	
	(R2.3.1) Review the evidence to verify the required actions met requirement R2.3.1.

	
	(R2.3.2.1) Select at least one sample of misoperation (security-based misoperation or dependability misoperation + no FERAS in service), if any, based on the evidence collected for requirement R2.1.

	
	(R2.3.2.1) If the entity is a legal owner of a generating unit or an aggregated generating facility, request the entity provide evidence to demonstrate that they have advised the ISO. If the entity is an operator of a generating unit or an aggregated generating facility, request the entity to provide evidence to demonstrate that their generation has been adjusted to a reliable operating level as directed by the ISO.

	
	(R2.3.2.1) Review the evidence to verify the required actions met requirement R2.3.2.1.

	
	(R2.3.2.2) Continued from R2.3.2.1 – If the entity is a legal owner of a transmission facility, request the entity provide evidence to demonstrate that it has advised the ISO. If the entity is an operator of a transmission facility, request the entity to provide evidence to demonstrate that the facilities have been operated within the adjusted SOL as determined and directed by the ISO. 

	
	(R2.3.2.2) Review the evidence to verify the required actions met requirement R2.3.2.2.

	
	(R2.4) Review the evidence collected below to verify requirement R2.4.1 or R2.4.2, whichever is applicable, is met.

	
	(R2.4.1) Select at least one sample of misoperation (dependability-based misoperation, but has one or more FEPS or FERAS that operated correctly) based on the evidence collected for requirement R2.1.

	
	(R2.4.1) Request the entity provide evidence to demonstrate at least one FEPS or FERAS operated correctly.

	
	(R2.4.1) Request the entity provide evidence to demonstrate the misoperated protection system or RAS has been repaired or replaced within 20 business days of the date of the misoperation identification.

	
	(R2.4.2) Request the entity provide evidence to demonstrate the associated system element or RAS has been removed from service. 

	Note to Auditor: 




Auditor Notes:
	









R3 Supporting Evidence and Documentation
R3.	The legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility must submit a misoperation incident report to the ISO within six business days of identifying the misoperation for the following: 
	R3.1 Identification of a misoperation of a protection system and/or RAS 
	R3.2 Completion of repairs or the replacement of the protection system and/or RAS that misoperated.
M3.	Misoperation incident report is submitted within timelines as specified in requirement R3. 

	M3.1 Misoperation incident report contains content as specified in requirement R3.1. 

	M3.2 Misoperation incident report contains content as specified in requirements R3.2.
		
Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to PRC-004-WECC-AB1-1, R3
(This section to be completed by the Compliance Monitoring Entity):
	
	(R3) For the misoperations sampled as part of the requirement R2 assessment, request evidence that a misoperation incident report was completed and submitted to the ISO.

	
	(R3) Verify the incident report(s) were submitted to the ISO within six business days of identifying the misoperation.

	
	(R3.1) Review the incident report(s) to verify the identification of a misoperation of a protection system and/or RAS.

	
	(R3.2) Review the incident report(s) to verify the completion of repairs or the replacement of the protection system and/or RAS that misoperated.

	Note to Auditor: 




Auditor Notes:
	









R4 Supporting Evidence and Documentation
R4.	The ISO must submit misoperation incident reports to WECC within 10 business days of identifying the misoperation.
M4.	Confirmation exists that incident reports as specified in requirement R4 were received within the timelines specified, or evidence that requests for confirmation were made for the incident reports provided as specified in requirement R4.

Entity Response (Required):
Compliance Narrative:
	Provide a brief explanation of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page are recommended.

	


Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked/annotated, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed
(This section to be completed by the Compliance Monitoring Entity):
	

	

	



Compliance Assessment Approach Specific to PRC-004-WECC-AB1-1, R4
(This section to be completed by the Compliance Monitoring Entity):
	
	(R4) Request evidence that the ISO submitted a misoperation incident report to the WECC based on the report received from the legal owner of a transmission facility, legal owner of a generating unit or legal owner of an aggregated generating facility.

	
	(R4) Verify the incident report was submitted to the WECC within 10 business days of identifying the misoperation.

	Note to Auditor: 




Auditor Notes:
	






Additional Information
Bolded terms in the Alberta Reliability Standard RSAW refer to terms in the Consolidated Authoritative Document Glossary.


Revision History for RSAW
	Version
	Issue Date
	Description

	1.0
	2026-04-01
	Initial version
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